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Notable Privacy Books

A Journey Through History
by Daniel J. Solove

In this essay, | discuss notable privacy books from the 1960s to 2020s — seven decades and more than
500 books. | briefly explain why each book is noteworthy. Examining the books chronologically also
opens a window into history, as the books reflect the concerns, ideas, and terminology of the times in
which they were written. The books also shed light on the discourse about privacy, which has evolved
over the decades. In the past few decades, attention to privacy issues has significantly increased, and
the number of books has proliferated. The books involve many perspectives, fields, and approaches:
philosophical, journalistic, sociological, legal, literary, anthropological, political, empirical,
psychological, and historical.

Ever since | began studying privacy in the late 1990s, I’'ve made it my mission to read as much as | can
about the topic. As | hold a special love for books and am a compulsive book collector, | began
tracking down books about privacy as well as reading everything | could find. When | began my
journey into privacy, | was able to read nearly everything written about topic. Today, | can’t even keep
up with what is written in a week. But I’ve tried my best, and I’ve amassed a considerable library of
books about privacy and related issues (Al, surveillance, online content moderation, gossip and
rumor, data security, and other topics).

When the organizers of the Computers, Privacy and Data Protection (CPDP) conference asked me to
discuss a few of my favorite privacy books, | was thrilled at the opportunity. Instead of trying to choose
just a handful of books, | thought it would be worthwhile to discuss a broader array of books that |
have found to be notable. | subsequently added additional books to list that | didn’t have time to
discuss in my talk. The result is this essay, which includes many books that I’d like to bring to the
attention of people studying this field.

Although my list isn’t comprehensive, | believe this essay discusses a majority of the books on these
topics. Based on this compilation, there is a notable increase in privacy books starting in the 1990s,
with the pace accelerating each decade:

* 10 books from 1960-1969

* 31 books from 1970-1979

* 22 books from 1980-1989

* 51 books from the 1990-1999
* 96 books from 2000-2009

* 179 books from 2010-2019

* 146 books from 2020-present

Grand total: 535

Note: From the 2000s on, the Data Protection and Privacy Series has published at least a volume
every year (17 volumes through 2025), but I’ve only counted it once.
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Omission from this list shouldn’t be interpreted as a judgment that | don’t find a book worthy of
inclusion. | am not familiar with every privacy book. Nor did | select books just because | agree with
them or find them to be good. Instead, | included books for a variety of reasons — some for historical
interest, some because they were pioneering accounts, some because they have been highly
influential for scholarship or policymaking, some for their unique perspective or interdisciplinary
blend of ideas, and some for excellence. | have a reason for including each book, but the reasons
aren’t all the same. Omissions are likely due to my lack of familiarity with particular books. Thus, |
want to emphasize that this is not a best books list; nor is it a comprehensive list of all books related

to privacy.
| thus share this essay and list of books in the hope that you’ll find some interesting books to explore.

You might reminisce about some of the books you’ve already read. In the pages that follow, | will
provide a journey through 70+ years and 500+ privacy books. Enjoy the ride!
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THE
PRIVAGY
INVADERS

MYRON BRENTON

A startling exposé of the $1 billion-a-year
investigative industry, how it is destroying
our privacy, and what we can do about it

Amaricans of thest fights t9 peivacy. Hera s how snoop devices
&ty being empioyed by Big Go 1, Big B , o Bg
Education in thoit seeek sttack ca YOU,

author of THE HIDDEN PERSUADERS,
THE STATUS SEEXERS, THE WASTE MAKERS
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Myron Brenton, The Privacy Invaders (1964)
[Link]

This book was an early investigative exploration of privacy
and profiling, written for a popular audience.

Vance Packard, The Naked Society (1965)
[Link]

Vance Packard was a popular author of general
audience bestselling books about a variety of topics.
Several of his books focused on privacy, including The
Naked Society, written in 1965. This book, along with
others, raised public awareness of the growing
development of surveillance technologies.


https://amzn.to/3Yxo1Tc
https://amzn.to/3GJzFnU

Notable Privacy Books

R

P

THE HIDDEN
PERSUADERS

BY VANCE PACKARD

What makes us buy, heliesv e, even
vote, the way we da” This hook
answers hundreeds of esccapening
questions with facis that show how
adsertising men are using our hidden
nrges amd frusteations (o sell every -
thing from gasoline (o puliticians

ALAN F. WESTIN

PRIVACY
AND
FREEDOM

THE FIRST COMPFLETE AND AUTHORITATIVE ATUDY OF

PRIVACY IN AMENIA INCLUDING A BREFONRY

ON THR NEW TRCHNOLOGY OF FRIVACY INVASION AND

THE RESPONSES WH HAVE MADE AND MUNST MAXE

TO THIN THAEAT
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Vance Packard, The Hidden Persuaders (1967)
[Link]

In addition to his earlier book, The Naked Society (1965),
Vance Packard published The Hidden Persuaders (1967),
which focused on the powerful surveillance and
manipulation techniques of the advertising industry. This
book was written for a popular audience and was issued in
many editions.
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Alan F. Westin, Privacy and Freedom (1967)
[Link]

Alan Westin’s book was one of the earliest privacy books for
an academic and policymaker audience. Despite a vastly
different technological landscape today, the book remains
relevant for Westin’s elegant analysis of the meaning and
value of privacy, which drew from interdisciplinary sources,
especially Erving Goffman: “Like actors on the dramatic
stage, Goffman has noted, individuals can

sustain roles only for reasonable periods

of time, and no individual can play
indefinitely, without relief, the variety of
roles that life demands. “

= PRIVACY sxo
FREEDOM

There was a time when this book
went out of print, but fortunately,
it returned with a new edition in
2015. | was thrilled to be invited
to write the introduction.



https://amzn.to/3GJzEQS
https://amzn.to/4jKcKr5
https://amzn.to/4jKcKr5
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MORE NOTABLE PRIVACY BOOKS: 1960-1969

Ten Hoor, Education for Privacy
(1960) [Link]

Philosophical discussion of privacy.

Edward V. Long, The Intruders:
The Invasion of Privacy by
Government and Industry (1967)
[Link]

A U.S. Senator chronicles the growing
invasions of privacy by the
government and companies.

M.C. Slough, Privacy, Freedom,
and Responsibility (1969) [Link]

Discusses privacy, wiretapping, and
electronic surveillance.

Alan U. Schwartz and Morris L.
Ernst, Privacy: The Right to be
Let Alone (1962) [Link]

Chronicles the development of the
Warren and Brandeis privacy torts.

Edward Engberg, The Spy in the
Corporate Structure: And the
Right to Privacy (1967) [Link]

Discusses a range of privacy issues.

Jerry M. Rosenberg, The Death of
Privacy (1969) [Link]

Discusses computerization of
records and automated data
processing.

. The Spy in the
Corporate Structure

sl e Kight o0 iy by v Fghory

The
Death of
Privacy

an



https://amzn.to/4kzzPNm
https://amzn.to/4dy1Ja1
https://amzn.to/3Ssmomv
https://amzn.to/4dDOXHa
https://babel.hathitrust.org/cgi/pt?id=mdp.39015065891973&seq=25
https://amzn.to/3ZIfIEJ
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Private Lives and
Public Surveillance

Social Control in the Computer Age

James B. Rule
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Arthur R. Miller, The Assault on Privacy (1972)
[Link]

This book was an early account of the growing threats to
privacy caused by the collection and use of personal data.
Miller presents many concrete examples of the misuse of
personal data and privacy harms. He urges that a better
balance be established between the benefits of information
technologies and privacy.

James B. Rule, Private Lives and Public
Surveillance (1973)
[Link]

James Rule has been writing about privacy for at least six
decades. He consistently has produced insightful works
that have shed light on surveillance practices throughout
this time span. In this early book, Rule examines credit
reporting systems, police surveillance, driver licensing,
and insurance. He focuses on Britain and the United
States.


https://amzn.to/3RVX4Fc
https://amzn.to/42YfWK5
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RECORDS,
COMPUTERS,
AND THE RIGHTS
OF CITIZENS

Discipline
and Punish

The Birthof the Prison
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U.S. Department of Health, Education, and
Welfare, Records, Computers, and the Rights of
Citizens (1973)

[Link]

This is technically a report, but it was the length of a book
and was highly influential in the development of the Fair
Information Practice Principles (FIPPs). It remains one of the
most important publications about privacy.

Michel Foucault, Discipline and Punish: The
Birth of the Prison (1975)
[Link]

Michel Foucault’s discussion of the Panopticon, a design
for a prison by Jeremy Bentham, has had a lasting impact
on privacy discourse. Bentham’s design was for the prison
cells to encircle a watch tower so each cell could be
visible. The watchers inside would be obscured so
prisoners would fear being watched at any time. Foucault
contended that we are transforming society into a
Panopticon and that people will internalize surveillance
and conform even when not being watched.

Cover of the DISCIPLINE Cover of the L et "

first English r&\ Ul  original French " e

translation ; edition (1975) Sarvellles
(1977)
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https://amzn.to/3RVX4Fc
https://amzn.to/4dunmbm
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Shame, Exposure,
— and Privacy —

Carl D. Schneider
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Carl D. Schneider, Shame, Exposure,
and Privacy (1977)
[Link]

This book discusses privacy by drawing insights from
anthropology, philosophy, and psychology. Schneider
argues that shame is an important part of life, and our goal
shouldn’t be to try to eradicate it and be shameless.
Instead, we protect people from the harmful side of shame
through privacy. Schneider argues that “many things that
belong to the private sphere of the individual are all too
easily violated when they are taken into the public sphere.”

11


https://amzn.to/42YfWK5
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MORE NOTABLE PRIVACY BOOKS: 1970-1979

J. Roland Pennock and John W.
Chapman (editors), Privacy
(Nomos XIllI) (1971)

[Link]

A collection of philosophical essays
about privacy.

Alan F. Westin & Michael A. Baker,
Databanks in a Free Society:
Computers, Record Keeping and
Privacy (1972) [Link]

Report of the Project on Computer
Databanks (National Academy of
Sciences) regarding the effects of
computers on privacy.

Adam Carlyle Breckenridge,
The Right to Privacy (1972)
[Link]

A political science professor
analyzes how the U.S. Constitution
protects an individual’s right to
privacy.

Bill Severn, The Right to Privacy
(1973) [Link]

Discusses various privacy issues and
laws for a general audience.

Donald Madgwick and Tony
Smythe, The Invasion of Privacy,
(1974) [Link]

Discusses why British law should
address threats to privacy by
computers.

PRIVACY
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Adaeon Cachyle Breckenridge

The Right
toPrivary
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Don R. Pember, Privacy and the
Press; The Law, the Mass Media,
and the First Amendment (1972)
[Link]

Historical account of the how the
privacy torts each decade.

David H. Flaherty, Privacy in
Colonial New England 1630-1776
(1972) [Link]

Historical account of the development
of privacy norms in New England.

Younger Committee Report
(Report of the Committee on
Privacy) (1972) [Link]

Influential report on privacy from the
UK government.

John Curtis Raines, Attack on
Privacy (1974) [Link]

Discussion of the increasing invasions
of privacy by the government and
corporations and how itresultsin a
loss of individual dignity.

Annual Chief Justice Earl Warren
Conference on Advocacy, Privacy
in a Free Society: Final Report
(1974) [Link]

Report of conference with 51
participants examining electronic
surveillance, data banks, and privacy.

PRIVACY AND THE PRESS
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https://amzn.to/4jKcKr5
https://amzn.to/3ShMsk7
https://amzn.to/3HcKcbG
https://amzn.to/3SQplx9
https://amzn.to/44XJXLg
https://amzn.to/4dK0TXV
https://amzn.to/4mErrOf
https://www.ojp.gov/ncjrs/virtual-library/abstracts/privacy-free-society-final-report-annual-chief-justice-earl-warren
https://amzn.to/4kzzPNm
https://www.google.com/books/edition/Report_of_the_Committee_on_Privacy/87ZC0AEACAAJ?hl=en
https://amzn.to/4kzzPNm
https://amzn.to/3FJbrtN
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MORE NOTABLE PRIVACY BOOKS: 1970-1979

Irwin Altman, The Environment
and Social Behavior: Privacy,
Personal Space, Territory,
Crowding (1975) [Link]

Discussion of social norms about
privacy and physical space.

Paul Sieghart, Privacy and
Computers (1976) [Link]

Discusses threats to privacy from the
computerization of personal data.

Hyman Gross, Privacy—It’s Legal
Protection (1976) [Link]

Discussion of the legal protections for
privacy in the U.S.

Leonard A. Stevens Trespass!:
The People's Privacy vs. the
Power of the Police (1977) [Link]

Discusses privacy of the home and the
Fourth Amendment case of Mapp v.
Ohio.

Edward J. Bloustein, Individual
and Group Privacy (1978) [Link]

A philosophical account of privacy of
individuals and groups. A new edition
was published in 2018.

——

PRIVACY
AND
COMPUTERS
_JE

PAUL SIEGHART

INDIVIDUAL AND
GROUP PRIVACY
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Gerald S. Snyder, The Right to Be
Let Alone: Privacy in the United
States (1975) [Link]

Argues that the “desire for personal
data and the electronic means for
obtaining it are constantly increasing.”

P. Allan Dionisopoulos and Craig
R. Ducat, The Right to Privacy:
Essays and Cases (1976) [Link]

Early textbook on the privacy torts.

Grant McClellan, The Right to
Privacy (1976) [Link]

Discusses individualrights against
privacy invasions of the government.

Report of the Privacy Protection
Study Commission (1977) [Link]

Influential U.S. Congressional report
on privacy.

Simon Nora and Alain Minc
L’informatisation de la Société
(1978) [Link]

Seminal reportin France on the impact
of computers on society.

YEL RIGET 10 52 LOT ALONE
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https://amzn.to/4kNbHqZ
https://amzn.to/4kGrYxv
https://amzn.to/3SZTiuG
https://amzn.to/4dF8wii
https://amzn.to/4jsc0Gk
https://amzn.to/4jlDzkq
https://amzn.to/3HltQNN
https://amzn.to/4mLMiPT
https://amzn.to/3H5hbi3
https://amzn.to/43O8118
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MORE NOTABLE PRIVACY BOOKS: 1970-1979

Report of the Committee on Data
Protection (Lindop Committee)
(1978) [Link]

A prominentreport from the UK by a
committee chaired by Sir Norman
Lindop. The report chronicled the
government’s use of personal data.

David M. O’Brien, Privacy, Law
and Public Policy (1979) [Link]

A discussion of the U.S. constitutional
right to privacy.

Arundel Barnes, Who Should
Know What?: Social Science,
Privacy and Ethics (1979) [Link]

An anthropological examination of
privacy.

Report of the
Committee on
Data
Protection

Robert Ellis Smith, Privacy: How
to Protect What’s Left of It (1979)
[Link]

A discussion about the loss of
privacy for a general audience.

Walter F. Pratt, Privacy in Britain
(1979) [Link]

Comparative analysis of common
law privacy protection in the U.S.
and Britain.

Michael F. Mayer, Rights of
Privacy (1972) [Link]

Discusses privacy and U.S. law.

m Britam
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https://amzn.to/3SqUeIt
https://amzn.to/4k66o5C
https://amzn.to/4kxp7H1
https://amzn.to/3Zozt4b
https://www.abebooks.com/Who-Know-what-Social-Science-Privacy/31919864665/bd
https://amzn.to/3HSJ0ug
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A DISTURBING, COMPLETELY DOCUMENTED
STUDY OF THE INVASION OF PRIVACY IN AMERICA

POLITICS
PRIVACY

BY JAMES RULE, DOUGLAS McADAM,
LINDA STEARNS AND DAVID UGLOW

PHILOSOPHICAL
DIMENSIONS OF

PRIVACY

AN ANTHOLOGY

Edited by
FERDINAND D. SCHOEMAN

Daniel J. Solove

James B. Rule, Douglas McAdam, Linda Stearns,
and David Uglow, The Politics of Privacy: Planning
for Personal Data Systems as Powerful
Technologies

(1980) [Link]

This book provides an historical overview of the threats posed
to privacy by digital technologies. It provides incisive
summaries of many important privacy books and reports from
the 1960s and 1970s. The book began as a report for the
Federal Privacy Protection Study Commission that was
completed in 1977. In the book, the authors added extensively
to the report.

Ferdinand Schoeman (editor), Philosophical
Dimensions of Privacy: An Anthology (1984)
[Link]

This volume of collected essays by leading scholars was an
early attempt to explore privacy’s conceptual issues. There
are many terrific thought-provoking essays in this well-
curated collection, and this book still is relevant for today’s
reader.

16


https://amzn.to/4k8jDm6
https://amzn.to/44sTtpz
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UNEASY
ACCESS

Privacy for Women
in a Free Society

ANITA L. ALLEN

New Femuniss Perspectives
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David H. Flaherty, Protecting Privacy in
Surveillance Societies (1984)
[Link]

David Flaherty’s early book presents an illuminating
historical and comparative account of the development
privacy law in several countries. Flaherty’s book was one
of the earliest comparative international accounts of
privacy law.

Anita Allen, Uneasy Access: Privacy for Women in
a Free Society (1988)
[Link]

Anita Allen is one of the pioneers of privacy law who began
exploring privacy issues long before most others. With a PhD
in philosophy, Allen explores privacy in a rich theoretical way
but also a personal way too. Deeply humanistic, her work is
thought-provoking and wide-ranging.

One of the earliest books written about privacy, Uneasy
Access discusses privacy in the most illuminating way. The
book makes an enormous contribution in discussing the role
that privacy plays in women'’s lives, but its conceptual work
on privacy provides such clarity that it makes this book one
of the best theoretical discussions of privacy across all
contexts.

17


https://amzn.to/3EXXoAa
https://amzn.to/4j9yrQB
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MORE NOTABLE PRIVACY BOOKS: 1980-1989

Raymond Wacks, The Protection
of Privacy (1980) [Link]

Discusses the English law of privacy
as well as the law of other countries.

William C. Bier (editor), Privacy:
A Vanishing Value? (1980) [Link]

Collection of theological essays on
privacy.

William Petrocelli, Low Profile:
How to Avoid the Privacy
Invaders (1981) [Link]

Discusses various types of privacy
invasions.

Stephen Goode, The Right to
Privacy (1983) [Link]

Discusses “the threat of personal
privacy represented by searches and
seizures, eavesdropping, personality
tests, polygraphs, and computer
technology.”

S.l. Benn and G. F. Gaus
(editors), Public and Private in
Social Life (1983) [Link]

Philosophical essays about the
public/private distinction.

AUL PRUTECTION OF
PRIVACY
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Trudy Hayden and Jack D. Novik,
Your Rights to Privacy (1980)
[Link]

An ACLU handbook for people to
learn about their privacy rights and
rights to access data about
themselves under the Freedom of
Information Act.

Frank J. Donner, The Age of
Surveillance: The Aims and
Methods of America's Political
Intelligence System (1981) [Link]

Discusses surveillance in the U.S.

Orlo Strunk, Privacy:
Experience, Understanding,
Expression (1982) [Link]

Philosophical discussion of privacy.

Paul Weiss, Privacy (1983) [Link]

Philosophical discussion of privacy.

David Burnham, The Rise of the
Computer State (1983) [Link]

Account of how computers are
threatening privacy and rights.
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https://amzn.to/4kalKpI
https://amzn.to/3FqcRJE
https://amzn.to/4khCWd8
https://amzn.to/4mEvbj6
https://amzn.to/4jEdIVi
https://amzn.to/4mMbqWW
https://amzn.to/4mEF2VW
https://amzn.to/4jqKyIY
https://amzn.to/4mztNOz
https://amzn.to/4jQSdAt
https://www.abebooks.com/Privacy-Information-Gatherers-Hewitt-Patricia-National/32104697777/bd
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MORE NOTABLE PRIVACY BOOKS: 1980-1989

Michael Ignatieff, The Needs of
Strangers: An Essay on Privacy,
Solidarity, and the Politics of
Being Human (1985) [Link]

Literary discussion of human needs
including privacy and social
solidarity.

Barrington Moore, Jr., Privacy:
Studies in Social and Cultural
History (1984) [Link]

Anthropological study of privacy,
along with an examination of ancient
Hebrew, Greek, and Chinese
conceptions of privacy.

Warren Freedman, The Right of
Privacy in the Computer Age
(1987) [Link]

Discusses the right to privacy in the
U.S. against invasions of privacy from
digitaltechnologies.

Michael Rogers Rubin, Private
Rights, Public Wrongs: The
Computer and Personal Privacy
(1989) [Link]

Discusses financial privacy in
people’s “computer files” as a
challenge to “social political well-
being.”

STUBNES IN SOCIAL
AND CLETURAL HISTORY

M et Bngens Puse

Duncan Campbell and Steve
Connor, On the Record:
Surveillance, Computers, and
Privacy : The Inside Story (1986)
[Link]

Discusses “the major databanks
which hold personalrecords on large
portion of the British people.”

Duecan Canprbed| aad Strve Carmer

Richard F. Hixson, Privacy in a
Public Society: Human Rights in
Conflict (1987) [Link]

Argues that while privacy is valuable,
“an open and democratic society Human Rights
cannot tolerate a high degree of -

privacy.” Richard F Hlnan\
|

Gary T. Marx, Under Cover:
Police Surveillance in America
(1988) [Link]

With interviews of police and FBI
agents, discusses ethics of
undercover law enforcement.

David F. Linowes, Privacy in
America: Is Your Private Life in
the Public Eye? (1989) [Link] _
IN AMERICA
Provides an overview of privacy s Pon e e T By
issues involved with the
computerization of data.

19


https://amzn.to/3FjDq3a
https://amzn.to/45rvZRY
https://amzn.to/3HgaUA3
https://amzn.to/45x05DK
https://amzn.to/4dMjbb8
https://amzn.to/4kuLJsb
https://amzn.to/4kn2K7G
https://amzn.to/4k5Cs9P
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REGULATING
PRIVACY

Colin J. Bennett

. Become

Publlc

COMmMMOogities
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Colin J. Bennett, Regulating Privacy: Data
Protection and Public Policy in Europe and the
United States (1992)

[Link]

This book is a highly influential account of how privacy and
data protection in the EU and US have been converging over
the years. Bennett’s account contrasts with James
Whitman’s theory that the divergent views of privacy in US
and EU are so deeply culturally ingrained that they will likely
remain far apart. Bennett’s view has been further
demonstrated by how US state privacy laws are incorporating
elements and definitions from the GDPR.

Erik Larson, The Naked Consumer:
How Our Private Lives Become Public
Commodities (1992)

[Link]

The book is an interesting account of data brokers and
the tracking of consumers and collection and use of
consumer data prior to the modern commercial internet.

The book was inspired when Larson received a sample
package of diapers in the mail after the birth of his child -
an interesting early story that is interesting to compare to
the Target pregnancy story from 2011.

21


https://amzn.to/4m2uIqp
https://amzn.to/4d8sVw1
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Oscar Gandy, Jr., The Panoptic Sort: A Political
Economy of Personal Information (1993)
[Link]

This book is a pioneering account of privacy, surveillance,
power, and discrimination. Gandy focuses extensively on the
use of technology to identify and categorize individuals as a
means to exercise control over them. He draws heavily from
Michel Foucault’s discussion of the Panopticon in Discipline
and Punish.

A Political A second edition was published in 2021.
Economy of

Personal

Informalion

H. Jeff Smith, Managing Privacy: Information
Technology and Corporate America (1994)
[Link]

This book focuses on internal corporate policies
regarding privacy — far ahead of the days when
companies started to develop privacy policies. Smith
noted that many companies that processed massive
quantities of personal data either lacked policies or had
them but drifted away from adhering to them over time.
This book still has relevance for modern privacy
programs, as it demonstrates the difficulties in
maintaining rigorous compliance. It offers valuable
lessons for privacy professionals and policymakers about
the pitfalls of internal policymaking and compliance.

;':. Information
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https://amzn.to/3YEQczF
https://amzn.to/43oxlLV
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JUDITH WAGNER DeECEW

n Pursuit

of
(
LA
Law, Ethics,

and the Rise of
Technology
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Priscilla M. Regan, Legislating Privacy: Technology,
Social Values, and Public Policy (1995)
[Link]

Priscilla Regan examines the legislative history behind several
landmark federal privacy laws in the United States. Her
analysis of the genesis of these laws reveals the legislative
challenges in protecting privacy, the compromises made, and
many fascinating details about the process of enacting laws.
She argues that privacy often was underprotected because it
was viewed solely as an individual interest, with its larger
social value not being recognized or appreciated.

Judith Wagner DeCew, In Pursuit of Privacy:
Law, Ethics, and the Rise of Technology (1997)
[Link]

Along with Anita Allen’s Uneasy Access, Judith DeCew’s
In Pursuit of Privacy was one of the finest philosophical
books about privacy in late twentieth century. DeCew’s
analysis deftly unites theory and practice, and she traces
how understandings of privacy developed in the law. In
additional to digital technologies, she discusses
decisional privacy issues such as the sexual and
reproductive privacy. Additionally, she responds
thoughtfully to the feminist critique of privacy.
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Notable Privacy Books Daniel J. Solove

Philippe Ariés and Georges Duby (editors),
A History of Private Life (1997)
[Link]

This five-volume book series offers an insightful and
sophisticated account of the evolving attitudes and practices
regarding private life from antiquity to the present. These
books demonstrate how culturally and historically
contingent privacy and the private sphere have been.

of Prlvate 1
me Pagan Rome tol {

Poand \1. T, Lu.h

ﬂa& )(y

l nvate f m

24


https://amzn.to/3GNxEad

Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 1990-1999

David Lyon, The Information
Society: Issues and Illlusions
(1991) [Link]

Chronicles the rise of the information
society with a theoretical and
historical perspective.

Steven L. Nock, The Costs of
Privacy (1992) [Link]

Discusses how the increasing
mobility and impersonal nature of
modern life leads to increased
surveillance in order to assess
people’s reputations.

Annik Pardailhé-Galabrun, The
Birth of Intimacy: Privacy and
Domestic Life in Early Modern
Paris (1992) [Link]

History of privacy in early modern
France.

Ferdinand David Schoeman,
Privacy and Social Freedom
(1992) [Link]

Philosophical account of privacy and
social control.

Anne W. Branscomb, Who Owns
Information?: From Privacy To
Public Access (1994) [Link]

Examines the ownership of
information in various situations.

The Costs
of Privacy

Steven L. Nock
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Alida Brill, Nobody's Business:

The Paradoxes of Privacy (1990) N"Bl]“\/ \

[Llnk] HE PARADOXES

IVACY

BUSINESS

ALIDY BRI

Discussion of the privacy rights of
gays, women, and the elderly.

Julie Inness, Privacy, Intimacy,

and Isolation (1992) [Link] PRIVACY

A philosophical argument that iy ll"““’ |
intimacy is at the core of privacy. 7 D | |
Revised edition published in 1996. | ISOLATION |

Julle (. faness

Jeffrey Rothfeder, Privacy for
Sale (1992) [Link]

Discusses threats to privacy and the
need for stronger privacy laws with a
focus on credit reporting.

David S. Baggins, The Question
of Privacy in Public Policy: An
Analysis of the Reagan-Bush Era
(1993) [Link]

A critique of privacy-invasive
conservative social policies.

David Lyon, The Electronic Eye:
The Rise of Surveillance Society
(1994) [Link]

The Electronic Eye

Discussion of surveillance
technologies.

SAVID LYON
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 1990-1999

James Michael, Privacy and
Human Rights (1994) [Link]

Discusses how modern
communications tech creates
privacy challenges.

Ted Gottfried, Privacy: Individual
Right vs. Social Needs (1994)
[Link]

Discusses privacy tradeoffs, such as
privacy vs. the media, law
enforcement, and drug testing.

Gini Graham Scott, Mind Your
Own Business: The Battle for
Personal Privacy (1995) [Link]

Discusses historical privacy battles,
such as the communist inquests, the
sensationalistic media, and others.

John Gilliom, Surveillance,
Privacy, and the Law: Employee
Drug Testing and the Politics of
Social Control (1996) [Link]

Discusses how the war on drugs led
to workplace drug testing and greater
social control.

Patricia Boling, Privacy and the
Politics of Intimate Life (1996)
[Link]

A philosophical examination of
privacy and feminism, with a focus
on Hannah Arendt’s work.
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S.K. Sharma, Privacy Law: A
Comparative Study (1994) [Link]

A philosophical and comparative
examination of privacy, including the

constitutional protection of privacy in

India.

Darien A. McWhirter, Search,
Seizure, and Privacy (1994) [Link]

Discusses the Fourth Amendment.

Deckle Mclean, Privacy and Its
Invasion (1995) [Link]

Discusses the importance of privacy,
aright under assault.

Paul M. Schwartz and Joel R.
Reidenberg, Data Privacy Law:
A Study of United States Data
Protection (1996) [Link]

The first treatise on data privacy law.

Max van Manen and Bas
Levering, Childhood’s Secrets:
Intimacy, Privacy, and the Self
Reconsidered (1996) [Link]

Argues that secrecy is a healthy part
of human development.

DATA PRIVACY LAW
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 1990-1999

David Lyon and Elia Zureik
(editors), Computers,
Surveillance, and Privacy
(1996) [Link]

A collection of essays about
surveillance and data gathering.

Laura J. Gurak, Persuasion and
Privacy in Cyberspace: The
Online Protests over Lotus
MarketPlace (1997) [Link]

Examines the effectiveness of online
protests against MarketPlace and the
Clipper chip.

William G. Staples, The Culture
of Surveillance: Discipline and
Social Control in the United
States (1997) [Link]

Discusses different types of
surveillance and social control.

Ellen Alderman and Caroline
Kennedy, The Right to Privacy
(1997) [Link]

Discusses the human stories behind
famous privacy cases.

Mark A. Rothstein (editor),
Genetic Secrets (1997) [Link]

Essays by an interdisciplinary group
of scholars on genetic privacy.

o SRR LANCE &

COVNITING
A FRVWCE -

Gemetio Secrets

Katarina Wegar, Adoption,
Identity, and Kinship: The
Debate over Sealed Birth
Records (1997) [Link]

Discussion of the clash between
confidentiality of adoption records
and adopted children’s ability to
learn about their biological parents.

Jeff Weintraub and Krishan
Kumar (editors), Public and
Private in Thought and Practice:
Perspectives on a Grand
Dichotomy (1997) [Link]

Essays on the public/private
distinction.

Fred H. Cate, Privacy in the
Information Age (1997) [Link]

Overview of privacy law in the U.S.
and EU.

Janna Malamud Smith, Private
Matters: In Defense Of The
Personal Life (1997) [Link]

A psychological and literary
examination of privacy.

Peter P. Swire and RobertE.
Litan, None of Your Business:
World Data Flows, Electronic
Commerce, and the European
Privacy Directive (1998) [Link]

Discussion of the challenges of
cross-border data transfer.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 1990-1999

Philip Agre & Marc Rotenberg,
(editors), Technology and
Privacy: The New Landscape
(1998) [Link]

Collection of essays on technology
and privacy.

Donald T. Dickson,
Confidentiality and Privacy in
Social Work: A Guide to the Law
for Practitioners (1998) [Link]

Practical discussion of
confidentiality in social work.

Amitai Etzioni, The Limits of
Privacy (1999) [Link]

Applying his communitarian theory,
Etzioni points out when privacy rights
should yield to societal interests.

Cecile M. Jagodzinski, Privacy
and Print: Reading and Writing in
Seventeenth-Century England
(1999) [Link]

Discusses how the development of
the personalright to privacy is linked
to the history of reading.

Peter Ward, A History of
Domestic Space: Privacy and
the Canadian Home (1999) [Link]

Discusses the history of the home in
Canada and how it affected social
relationships.

Technology and Privacy:

The New Landscape
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Michael Fraase, Information
Eclipse: Privacy and Access in
America (1998) [Link]

Critique of how companies are
violating consumer privacy.

Philippa Strum, Privacy: The
Debate in the United States
Since 1945 (1998) [Link]

An overview of various privacy issues
including genetic data, identification,
government surveillance, workplace

privacy.

Lawrence Lessig, Code: And
Other Laws of Cyberspace
(1999) [Link]

Discussion of how the internet
should be regulated, comparing East
Coast Code (law) with West Cost
Code (technology). A new version,
Code 2.0, was published in 2006.

David Brin, The Transparent
Society: Will Technology Force
Us To Choose Between Privacy
And Freedom? (1999) [Link]

Agues that greater transparency, not
privacy, is the prescription for
protecting liberty in the digital age.

Whitfield Diffie and Susan
Landau, Privacy on the Line:
The Politics of Wiretapping
and Encryption (1999) [Link]

Historical, technological, and legal
dimensions of electronic
surveillance. Updated in 2007.
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Notable Privacy Books Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 1990-1999

Colin J. Bennett and Rebecca
Grant (editors), Visions of
Privacy Policy Choices for the
Digital Age (1999) [Link]

Charles J. Sykes, The End of
Privacy: The Attack on Personal
Rights at Home, at Work, On-
Line, and in Court (1999) [Link]

Discusses the erosion of privacy for a
popular audience.

A collection of essays about privacy,
surveillance, and control over
personal information.

Reg Whitaker, The End of
Privacy: How Total Surveillance
Is Becoming a Reality (1999)
[Link]

Richard C. Turkington and Anita
L. Allen, Privacy Law: Cases
and Materials (1999) [Link]

OF pQ:uﬂig First casebook on privacy law. After
Turkington’s passing, Allen would
publish a new edition under the title
Privacy Law and Society.

Discusses threats to privacy for a
popular audience.
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Notable Privacy Books
2000-2009



Notable Privacy Books

“A graphic and blistering indictment..."”
—Ralph Nader

Database
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Simson Garfinkel

Daniel J. Solove

Simson Garfinkel, Database Nation: The Death of
Privacy in the 21st Century (2001)
[Link]

Filled with many illuminating examples, Simson Garfinkel’s
Database Nation concretely demonstrated the growing
threats to privacy posed by the increasing collection and use
of personal data. The book remains relevant today, and it
also provides historical insight about the privacy issues at
the turn of the century.

John Gilliom, Overseers of the Poor: Surveillance,
Resistance, and the Limits of Privacy (2001)
[Link]

This book provides a vivid account of the surveillance of poor
mothers by the welfare system’s bureaucracy. Gilliom shows
the effects of the surveillance by using direct quotes from
interviews of the mothers.
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Notable Privacy Books Daniel J. Solove

Daniel ). Solove, The Digital Person : Technology
the and Privacy in the Information Age (2004)
[Link]

This book discusses how companies and the government are
~ amassing “digital dossiers” about people. The book argues

that although the problems with the collection and use of

personal data are often described with the metaphor of Big
Brother from George Orwell’s 7984, a more apt metaphor for
many privacy problems in the twenty-first century is Franz

Kafka’s The Trial — a bureaucratic world where one’s data is
TECHNOLOGY AND PRIVACY IN THE INFORMRTION AGE
out of control and where people are powerless. The book
(v '{gi':: argues: "We need a regulatory system, akin to the ones we have
i in place regulating our food, environment, and financial
BINEOI®) | COTONEDS | b CRREEEN . . institutions."
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Bruce Schneier, Secrets and Lies: Digital
Security in a Networked World (2004)
[Link]

Bruce Schneier’s Secrets and Lies discusses data
security in a highly-accessible way. Schneier is practical
and wise. He has mastery over the technical and human
elements of security.
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Notable Privacy Books

Beate Rossler

Daniel J. Solove

Beate Rossler, The Value of Privacy (2004)
[Link]

Beate Rdssler develops a sophisticated philosophical
account of the value of privacy. She argues that privacy is an
essential condition for autonomy, which is fundamental for
freedom: “in liberal societies, privacy has the function of
permitting and protecting an autonomous life.”

Robert O’Harrow, Jr., No Place to Hide (2005)
[Link]

Robert O’Harrow was one of the early journalists who
focused on privacy. More than any reporter at the time,
O’Harrow shined the light on the increasing specter of
surveillance by both the private and public sectors. In this
book, O’Harrow compiles his work into a great chronicle of
the consumer privacy and government surveillance issues of
the 1990s and early 2000s.
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Notable Privacy Books Daniel J. Solove

Colin J. Bennett and Charles Raab, The
Governance of Privacy: Policy Instruments in
Global Perspective (2006)

[Link]

Bennet and Raab compare different forms of privacy
regulatory instruments, from laws to self-regulation to
privacy-enhancing technologies. They analyze top down
and bottom up approaches, as well as international,
national, and internal corporate policymaking. They note
different tendencies, such as a race to the bottom and a
race to the top. This is a great explication of the various
mechanisms of governing privacy — not just traditional
laws and regulations, but other things that play important
roles.

nnett and Charles D. Raab

James B. Rule, Privacy in Peril: How We Are
Sacrificing a Fundamental Right in Exchange
for Security and Convenience (2007)

[Link]

One of the earliest scholars writing about privacy, James
Rule displays his deep historical understanding of privacy
and his balanced thoughtful analysis of privacy policy
around the world. Rule also brings an interdisciplinary
and theoretical approach to privacy yet never loses sight
of the practical and concrete.

PRIVACY IN PERIL

HOW WE ARE SACRIFICING A
FUNDAMENTAL RIGHT
IN EXCHANGE FOR
SECURITY AND CONVENIENCE

James B. Rule
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Notable Privacy Books Daniel J. Solove

Lawrence M. Friedman. Guarding Life's Dark
Secrets: Legal and Social Controls over
Reputation, Propriety, and Privacy (2007)
[Link]

This book provides a sociological and historical account

of the development of norms regarding privacy and

reputation during the nineteenth century. In what

Friedman terms the “Victorian compromise,” there were

GUARDING LIFE’'S DARK strict moral ches for behavior,. but transgressions would
occur in the private sphere, which was protected

S E C R E T S vigorously by the law.

Legal and Social Controls over
Reputation, Propriety, and Privacy

Lawrence M. Friedman

Daniel ). Solove, The Future of Reputation:
Gossip, Rumor, and Privacy on the Internet (2007)
[Link]

This book is an early discussion of the problems of social
prgr?ﬁ%r:‘:l':‘eoirﬁtae':ﬁet media - the uncontrolled spread of gossip, disinformation,

! and harassment. The book explores the profound societal
effects of social media, both good and bad, and how to
balance privacy and free speech. Although the dominant
social media sites have changed since the book was written,
the book’s discussion of the problems and tradeoffs remains
relevant today.
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Daniel J. Solove

William Cuddihy, The Fourth Amendment:
Origins and Original Meaning 602-1791 (2008)
[Link]

This book is a magisterial intellectual history of the ideas
that developed into the Fourth Amendment to the U.S.
Constitution. Although the book was originally an
unpublished dissertation that was available only in a few
libraries, it was cited by the U.S. Supreme Courtin
several cases. When doing research for a paper, |
obtained a copy, and | found it to be fascinating and
illuminating. | contacted William Cuddihy, helped him
find a publisher, and wrote the preface to this volume.
Despite being more than 1000 pages, it is an engaging
read and well worth the effort.

Mireille Hildebrandt and Serge Gutwirth (editors),
Profiling the European Citizen: Cross-Disciplinary
Perspectives (2008)

[Link]

This is an essential book for understanding how EU privacy
law addresses profiling. The book’s essays engage in an
interdisciplinary analysis of profiling, including highly
insightful philosophical analysis of the harms of profiling on
individuals and society. Although written a decade before the
General Data Protection Regulation (GDPR) went into effect,
the book’s discussion of the regulatory concepts and
concerns with profiling are still quite on point today. The
book provides great illumination into the underpinnings of
the GDPR'’s approach to profiling.
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Notable Privacy Books

Understanding Privacy

SOLOVE

PRIVACY
IN CONTEXT

HELEN NISSENBAUM

Daniel J. Solove

Daniel J. Solove, Understanding Privacy (2008)
[Link]

This book attempts to elucidate the complex and elusive
concept of privacy. Solove argues for a pluralistic conception
of privacy as many different things related by
Wittgensteinian family resemblance. As Professor Peter
Swire writes: “Daniel Solove has had the patience and
insight to lay privacy bare. This is the most thorough and
persuasive conceptualization of privacy written to date.
Solove's taxonomy of privacy will become the standard tool
for analyzing privacy problems.”

Helen Nissenbaum, Privacy in Context:
Technology, Policy, and the Integrity of
Social Life (2009)

[Link]

Helen Nissenbaum’s Privacy in Context develops her highly-
influential theory of privacy as “contextual integrity.” As |
wrote in my blurb for the book: "This book provides a
refreshing, contemporary look at information privacy in the
twenty-first century. Nissenbaum persuasively argues that
privacy must be understood in its social context, and she
provides an insightful and illuminating account of how to do so.
For anyone considering the burgeoning problems of information
privacy, Privacy in Context is essential reading."
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Notable Privacy Books Daniel J. Solove

Viktor Mayer-Schonberger, Delete: The Virtue
of Forgetting in the Digital Age (2009)
[Link]

Delete was an early book about the importance of
forgetting. It was far ahead of its time, long before the
recognition of the right to be forgotten. It laid important
conceptual groundwork for the right to be forgotten and
justified the expansion of the right to delete.

delete

The Virtue of Forgetting

in the Digital Age

— VIKTOR MAYER-SCHONBERGER
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2000

Jeffrey Rosen, The Unwanted
Gaze: The Destruction of Privacy
in America (2000) [Link]

THE UNWANTED GAZE

Discussion of harms of taking personal
matters out of context with examples
such as the subpoena for Monica
Lewinsky’s bookstore receipts.

JEFFREY ROSEN

Paul Frankel, Fred D. Miller, Jr.,
and Paul Jeffrey (editors),
The Right to Privacy (2000) [Link]

EHEHT PN

Collection of philosophical, legal,
and policy essays on privacy.
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David Lyon, Surveillance
Society: Monitoring Everyday
Life (2001) [Link]

Surveiilance
society

Sociological account of surveillance
in North America, Europe, and Asia-
Pacific.

Kristin A. Kelly, Domestic
Violence and the Politics of
Privacy (2002) [Link]

Discusses the tension between
protecting family privacy and
protecting people endangered by
domestic violence.

AND THE PRLITICS OF PRIVAEY

Sandra Petronio, Boundaries
of Privacy: Dialectics of
Disclosure (2002) [Link]

Bowndanes
of Privacy

A discussion of privacy in personal
relationships, trust, and betrayal.

Ko
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Raymond Wacks, Law, Morality,
and the Private Domain (2000)
[Link]

Discussion of how the law should
protect a private domain separate
from public life.

Molly Peacock, The Private I:
Privacy in a Public World (2001)
[Link]

Collection of interdisciplinary
essays on privacy.

Elizabeth Neill, Rites of Privacy
and the Privacy Trade: On the
Limits of Protection for the Self
(2001) [Link]

Develops a natural rights theory of
privacy.

Graeme Laurie, Genetic Privacy
(2002) [Link]

Discussion of the need for greater
privacy protections for genetic data.

Deborah Nelson, Pursuing
Privacy in Cold War America
(2002) [Link]

An exploration of privacy in U.S.
Supreme Court decisions and poetry
(Anne Sexton, Robert Lowell, W. D.
Snodgrass, and Sylvia Plath).
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2000

Jeffrey Rosen, The Unwanted
Gaze: The Destruction of Privacy
in America (2000) [Link]

THE UNWANTED GAZE

Discussion of harms of taking personal
matters out of context with examples
such as the subpoena for Monica
Lewinsky’s bookstore receipts.

Paul Frankel, Fred D. Miller, Jr.,
and Paul Jeffrey (editors),
The Right to Privacy (2000) [Link]

AT 0 POV

Collection of philosophical, legal,
and policy essays on privacy.
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Raymond Wacks, Law, Morality,
and the Private Domain (2000)
[Link]

Discussion of how the law should
protect a private domain separate
from public life.

Jacqueline Klosek, Data Privacy
in the Information Age (2000)
[Link]

Discusses how US global business
can comply with the EU Data
Protection Directive.
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Notable Privacy Books Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2001

David Lyon, Surveillance Elizabeth Neill, Rites of Privacy
Society: Monitoring Everyday Surveiilance and the Privacy Trade: On the
Life (2001) [Link] s Limits of Protection for the Self e T oy e

Sociological account of surveillance (2001) [Link]

in North America, Europe, and Asia-
Pacific.

Develops a natural rights theory of
privacy.

Eric Barendt (editor), Privacy
(2001) [Link]

Molly Peacock, The Private I:
Privacy in a Public World (2001)
[Link]

S R T

A collection of essays on privacy.

Collection of interdisciplinary
essays on privacy.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2002

Louis A. Renza, Edgar Allan Poe,
Wallace Stevens, and the Poetics
of American Privacy (2002) [Link]

A literary and cultural exploration of
privacy.

Mark Monmonier, Spying with
Maps: Surveillance Technologies
and the Future of Privacy (2002)
[Link]

Discusses geographical data
surveillance, satellites, and location
tracking.

Angus MclLaren, Sexual
Blackmail: A Modern History
(2002) [Link]

Discusses how blackmail laws
protected people engaging in
disfavored sexual practices during the
Victorian era and early 20th century.

Kristin A. Kelly, Domestic
Violence and the Politics of
Privacy (2002) [Link]

Discusses the tension between
protecting family privacy and
protecting people endangered by
domestic violence.

Sandra Petronio, Boundaries
of Privacy: Dialectics of
Disclosure (2002) [Link]

A discussion of privacy in personal
relationships, trust, and betrayal.

AND THE PRLITICS OF PRVAEY
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Bonnie S McDougall and
Anders Hansson (editors),
Chinese Concepts of Privacy
(2002) [Link]

A history of Chinese thought on
privacy.

Jean-Louis Cohen, Regulating
Intimacy: A New Legal Paradigm
(2002) [Link]

Refulatingetd 4
Philosophical account of how '
intimate relationships should be
regulated.

David Lyon, Surveillance as
Social Sorting: Privacy, Risk, and
Digital Discrimination (2002)
[Link]

Argues that surveillance is a form of
social sorting that furthers
discrimination.

Graeme Laurie, Genetic Privacy
(2002) [Link]

Discussion of the need for greater
privacy protections for genetic data.

Deborah Nelson, Pursuing
Privacy in Cold War America
(2002) [Link]

An exploration of privacy in U.S.
Supreme Court decisions and poetry
(Anne Sexton, Robert Lowell, W. D.
Snodgrass, and Sylvia Plath).

o
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Notable Privacy Books Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2002

Ann Cavoukian and Tyler
Hamilton, The Privacy Payoff:
How Successful Businesses
Build Customer Trust (2002) [Link]

Discussion of why protecting customer
privacy is good for business.
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Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2003

Daniel J. Solove and Paul M.
Schwartz, Information Privacy
Law (2003) [Link]

First edition of Solove’s casebook,
originally published in paperback by
Solove and Marc Rotenberg.
Subsequent editions with Schwartz.

Christian Parenti, The Soft Cage:
Surveillance In America From
Slavery To The War On Terror
(2003) [Link]

A historical account of surveillance in
the U.S.

Corinne S. Abate (editor), Privacy,
Domesticity, and Women in Early
Modern England (2003) [Link]

Essays about how women achieved
privacy in domestic life.

William K. Jones, Insult to
Injury: Libel, Slander, and
Invasions of Privacy (2003) [Link]

Discussion of U.S. Supreme Court
defamation and privacy decisions.

Craig L. LaMay (editor),
Journalism and the Debate over
Privacy (2003) [Link]

Collection of essays on privacy and
free speech.
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Anita L. Allen, Why Privacy Isn't
Everything: Feminist Reflections
on Personal Accountability
(2003) [Link]

Discussion of when others have a
stake in the private lives of
individuals and when privacy should
yield to societal interests.

David Lyon, Surveillance After
September 11 (2003) [Link]

A discussion of the dramatic widening
of surveillance after 9/11.

Patricia Meyer Spacks, Privacy:
Concealing the Eighteenth-
Century Self (2003) [Link]

Historical account of privacyin 18th
century England, with a discussion of
literature (Defoe, Richardson,
Fielding, Sterne).

Ron Felber, The Privacy War:
One Congressman, J. Edgar
Hoover and the Fight for the
Fourth Amendment (2003) [Link]

Account of U.S. Congressman Neil
Gallagher’s fight against Hoover’s
surveillance.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2004

Bob Sullivan, Your Evil Twin:
Behind the Identity Theft
Epidemic (2004) [Link]

Discusses identity theft with stories
of many actual cases.

Robert Ellis Smith, Ben Franklin's
Web Site: Privacy and Curiosity
from Plymouth Rock to the
Internet (2004) [Link]

History of the development of privacy
law and policy, filled with interesting
stories an anecdotes.

Kevin Haggerty and Richard
Ericson (editors), The New
Politics of Surveillance and
Visibility (2004) [Link]

A collection of essays about
surveillance.

Joshua Rozenberg, Privacy and
the Press (2004) [Link]

Discussion of how UK law addresses
privacy and the media, how it mixes
breach of confidence with human
rights law.

Barbara Couture and Thomas
Kent (editors), The Private, the
Public, and the Published:
Reconciling Private Lives and
Public Rhetoric (2004) [Link]

Discusses the problem of conflating
the private and the public.
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Marta Straznicky, Privacy,
Playreading, and Women’s Closet
Drama, 1550-1700 (2004) [Link]

A discussion of women’s closet plays -
written for private reading rather than
public performance.

Clay Calvert, Voyeur Nation:
Media, Privacy, And Peering In
Modern Culture (2004) [Link]

Argues that voyeurism isn’t protected
by the First Amendment because it
involves watching over democratic
participation.

Matthew Brzezinski, Fortress
America: On the Frontlines of
Homeland Security --An Inside
Look at the Coming Surveillance
State (2004) [Link]

A journalistic account of U.S.
surveillance technologies and tactics
in the aftermath of 9/11.

Beate Rossler, Privacies:
Philosophical Evaluations
(2004) [Link]

Collection of philosophical essays
on privacy.
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Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2005

Stacey Margolis, The Public Life
of Privacy in Nineteenth-Century
American Literature (2005) [Link]

Discussion of privacy in the works of
Hawthorne James, as well as Twain,
Chesnutt, and Hopkins.

Patrick Radden Keefe, Chatter:
Dispatches from the Secret
World of Global Eavesdropping
(2005) [Link]

Examination of Echelon, an
international surveillance system led
by the U.S.

Carolyn Doyle and Mirko
Bagaric, Privacy Law in Australia
(2005) [Link]

Discusses the meaning and moral
foundations of privacy and its
protection under Australian law.

Privaey
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Jeffrey Rosen, The Naked Crowd:
Reclaiming Privacy and Freedom
in an Anxious Age (2005) [Link]

Discussion of the balance between
privacy and security and increasing
public exposure.

Torin Monahan, Surveillance and
Security: Technological Politics
and Power in Everyday Life (2006)
[Link]

A collection of essays about
surveillance.
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MORE NOTABLE PRIVACY BOOKS: 2006

Torin Monahan, Surveillance and

Burselllasce an Secertry
Security: Technological Politics b etk T
and Power in Everyday Life (2006)

John Barrell, The Spirit of
Despotism: Invasions of Privacy in
the 1790s (2006) [Link]

Discusses invasions of privacyin
Britain in the years after the French
Revolution.

William G. Staples (editor),
Encyclopedia of Privacy (2006)
[Link]

A two-volume encyclopedia about
privacy.

Joseph Turow, Niche Envy:
Marketing Discrimination in the
Digital Age (2006) [Link]

An examination of data-driven
marketing.

Jacqueline Klosek, The War on
Privacy (2006) [Link]

Discusses privacy and surveillance
after the 9/11 attacks.
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[Link]

A collection of essays about
surveillance.

David Lyon (editor), Theorizing
Surveillance: The Panopticon
and Beyond (2006) [Link]

A collection of essays on why
surveillance occurs.

Milette Shamir, Inexpressible
Privacy: The Interior Life of
Antebellum American Literature
(2006) [Link]

Discusses private spacesin
Hawthorne, Melville, Stowe, Thoreau,
and others.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2007

David Lyon, Surveillance
Studies: An Overview (2007)
[Link]

A general introduction to
surveillance.

Alessandro Acquisti, Stefanos
Gritzalis, Costas Lambrinoudakis,
and Sabrina De Capitani di
Vimercati (editors), Digital
Privacy: Theory, Technologies,
and Practices (2007) [Link]

Essays about digital privacy.

Amy L. L. Fairchild, Ronald Bayer,
and James Colgrove, Searching
Eyes: Privacy, the State, and
Disease Surveillance in America
(2007) [Link]

History of public health surveillance in
the U.S.
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Valentin Groebner, Who Are You?:
Identification, Deception, and
Surveillance in Early Modern
Europe (2007) [Link]

History of European data protection
practices.

Deborah A. Field, Private Life
and Communist Morality in
Khrushchev’s Russia (2007)
[Link]

Discusses the way the Soviet
government attempted to control
private life.

7 *
N Commenrial



https://amzn.to/3HbNXxR
https://amzn.to/4myecii
https://amzn.to/4kI3wfo
https://amzn.to/4jkbSZm
https://amzn.to/4kKpnmx

Notable Privacy Books

Daniel J.

MORE NOTABLE PRIVACY BOOKS: 2008

Sam Gosling, Snoop: What Your
Stuff Says About You (2008) [Link]

A discussion of current psychological
research about what the products we
buy reveal about us.

Jon L. Mills, Privacy: The Lost
Right (2008) [Link]

Discusses the inadequacy of privacy
regulation.

Rob Walker, Buying In: The
Secret Dialogue Between What
We Buy and Who We Are (2008)
[Link]

A discussion of marketing in the
digital age.

Christopher Slobogin, Privacy at
Risk: The New Government
Surveillance and the Fourth
Amendment (2008) [Link]

A discussion of how to rethink the
Fourth Amendment to address digital
surveillance technologies.

Anupam Chander, Lauren
Gelman, and Margaret Jane
Radin (editors), Securing Privacy
in the Internet Age (2008) [Link]

A collection of essays about
information privacy.
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Mohammad Hashim Kamali, The
Right to Life, Security, Privacy
and Ownership in Islam (2008)
[Link]

A discussion how the laws of Islam
address privacy.

Wolfgang Sofsky, Privacy: A
Manifesto (2008) [Link]

Discusses the importance of privacy
and how indifference and desire for
attention lead people to surrender
their privacy.

Jonathan Zittrain, The Future of
the Internet-And How to Stop It
(2008) [Link]

Discusses how digital technologies
monitor and control us.

Colin J. Bennett, The Privacy
Advocates: Resisting the
Spread of Surveillance (2008)
[Link]

A discussion of the activities and
viewpoints of privacy advocates,
with many interviews of them.

Laura K. Donohue, The Cost of

Counterterrorism: Power, Politics,

and Liberty (2008) [Link]

Discusses the failure of the law to

adequately check the Executive Branch

for national security surveillance.
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MORE NOTABLE PRIVACY BOOKS: 2008

Diana Webb, Privacy and Solitude: PRIVACY

The Medieval Discovery of AN
y SOLITUDE

Personal Space (2008) [Link]

Historical account of privacyin
medieval times and how the wealthy
began to create private spaces for
reading and solitude.

Abraham L. Newman, Protectors
of Privacy: Regulating Personal
Data in the Global Economy
(2008) [Link]

Through interviews of key players,
this book discusses how the EU
developed its regulation in contrast
tothe U.S.
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Gini Graham Scott, The Death of
Privacy: The Battle for Personal
Privacy in the Courts, the Media,
and Society (2008) [Link]

Discussion of privacy cases.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2009

Hal Niedzviecki, The Peep
Diaries: How We’re Learning to
Love Watching Ourselves and
Our Neighbors (2009) [Link]

An extended essay on self-exposure
online, filled with many interesting
anecdotes.

Wendy Gan, Women, Privacy
and Modernity in Early
Twentieth-Century British
Writing (2009) [Link]

Discussion of how women in the
early 20th century began to pursue
spatial privacy.

Sean P. Hier (editor),
Surveillance: Power, Problems
and Politics (2009) [Link]

Essays by Canadian scholars on the
harms of surveillance.

Andrea Matwyshyn (editor),
Harboring Data: Information
Security, Law, and the
Corporation (2009) [Link]

Essays on breach notification as well
as the security of various kinds of data

(trade secrets, patents, financial,
health, children’s information).

Frederick S. Lane, American
Privacy: The 400-Year History of
Our Most Contested Right (2009)
[Link]

Highly readable history of the right to
privacy in America.

Worrem, Privany and Mudersity
in Bty Twerdlath-Cortury
Writinh Wrming

Werdy Gan ¥

SURVEILLANCE

eI

I
HARBORING
DATA

1+

: .
American Privacy

i

51

David Lyon, Identifying Citizens: ID
Cards as Surveillance (2009) [Link]

Examination of new identification
systems, their justifications in terms of
security and efficiency and their costs in
terms of privacy, liberty,

and control.

Torin Monahan and Rodolfo D.
Torres (editors), Schools Under
Surveillance: Cultures of Control
in Public Education (2009) [Link]

Essays about how surveillance is used
to target and sort students based on
race, class, and gender.

William P. Bloss, Under a
Watchful Eye: Privacy Rights and
Criminal Justice (2009) [Link]

Discusses surveillance in the criminal
justice system.

Jeannie Suk, At Home in the
Law: How the Domestic
Violence Revolution Is
Transforming Privacy (2009)
[Link]

Explores privacy of the home through
the lens of law and the humanities.

Cass Sunstein, On Rumors
(2009) [Link]

A short book about how libel law
can better address falsehoods.
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MORE NOTABLE PRIVACY BOOKS: 2009

James B. Rule and Graham 13 lan Kerr, Carole Lucock, and
Greenleaf, Global Privacy G';‘;’,L’:;:;:" Valerie Steeves (editors), Lessons
Protection: The First %e from the Identity Trail: Anonymity,
Generation (2009) [Link] s B Privacy and Identity in a

Discussion of global privacy laws Networked Society (2009) [Link]

including Australia, France,
Germany, Hong Kong, Hungary,
South Korea and the U.S.

Collection of essays about privacy
and identification.

Peter Parshall, The Darker Side
of Light: Arts of Privacy, 1850-
7900 (2009) [Link]

In contrast to colorful impressionistic
paintings, another set of works during
this time focused on dark private
worlds of anxieties and fantasies.
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Notable Privacy Books Daniel J. Solove

Paul De Hert + other editors, Data Protection and
Privacy Series (2000s-present)
[Link]

This longstanding book series has included insightful essays
1 about EU data protection law. Each volume has a specific
nATA : topic and is edited by Paul De Hert along with a different

PROTECTION
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group of editors.
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Anita L. Allen, Unpopular Privacy: What Must
We Hide? (2011)

UNPOPULAR [Link]

PRIVACY

WHAT MUST . . N
h “m“” ‘ WE HIDE? Unpopular Privacy is a fascinating account of when the
I¥ i

law should mandate privacy. Anita Allen explores early
attempts at forced privacy that were problematic, the
forcing of women’s issues to the shadows, but she
argues that privacy is more than just an individual’s
f choices or preferences. Individuals make poor choices
w regarding their privacy. In a nuanced and thought-

} provoking way, Allen dives into the difficult philosophical

issues of when “imposed” privacy may be liberating or
freedom enhancing.
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DANIEL J. SOLOVE

The False
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Configuring the Networked Self
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T —

Daniel J. Solove

Daniel J. Solove, Nothing to Hide: The False
Tradeoff Between Privacy and Security (2011)
[Link]

This book discusses the false arguments often made in
debates about privacy versus national security. Various
faulty logic leads to privacy being undervalued and claims
about the effectiveness of security measures being under-
scrutinized. As Professor Jack Balkin writes: “Daniel Solove is
one of America's leading experts on privacy law. In this engaging
book, he explains why privacy is everyone's concern; it is a
crucial social value that must be integrated into our national
security policy rather than simply balanced against it.”

Julie E. Cohen, Configuring the Networked Self:
Law, Code, and the Play of Everyday Practice
(2012)

[Link]

Deeply philosophical, Julie Cohen engages in a broad
comprehensive analysis of the ways that modern digital
technologies curtail individual freedom, expression, thinking,
and creativity. Her analysis of the pernicious effects of
surveillance on selfhood is essential for any discussion
about the modern data-driven world.
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Danielle Citron, Hate Crimes in Cyberspace (2014)
[Link]

Hate Crimes in Cyberspace begins with a series of horror
stories, showing in the most compelling and visceral way the
harm caused by online harassment. Citron shows us that
online harassment is disproportionately focused on women
and marginalized people. Far from rare, the harassment is
frighteningly prevalent. The harassers make vile threats of rape
and murder, post nude photos, engage in doxing, and spew
disturbing messages of hate. After opening our eyes to this
harrowing shadowy world, Citron discusses how the law ought
to respond. She argues that civil rights law can effectively
address the problem - but the law must evolve to make this
happen. She also thoughtfully explores how protections
against harassment don’t infringe upon free speech but, in fact,

promote it.
£ YORK TIMES BESTSELLER Julia Angwin, Dragnet Nation: A Quest for Privacy,
AN . o
kot ey e Yot T Security, and Freedom in a World of Relentless
: BrRppp :uiuvhh Rpovacy .
i Surveillance (2014)

i [Link]
Julia Angwin took the baton from Robert O’Harrow and

chronicled surveillance for the first decade of the twenty-first

century. She demonstrates the difficulties individuals face in

: trying to escape from the relentless surveillance in modern
life. Her project of trying to escape demonstrates the great
efforts that must be undertaken and how the all-enveloping

nature of surveillance in our times.
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RETHINKING CIVIL LIBERTIES IN THE DIGITAL AGE
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Law oy

Mireille Hildebrandt

Daniel J. Solove

Neil Richards, Intellectual Privacy: Rethinking Civil
Liberties in the Digital Age (2015)
[Link]

Intellectual Privacy, is a superb discussion about how privacy is
essential for our expression and consumption of ideas. Far too
often, privacy and the First Amendment to the U.S. Constitution
(which protects freedom of speech, thought, and beliefs) are
viewed as antagonistic and in tension with each other. But as
Richards demonstrates, privacy provides key support for First
Amendment values. Richards argues that many of the
purported conflicts between free speech and privacy are due to
faulty understandings of speech that pervert the underlying
reasons why free speech is valuable and protected. He
develops what he calls “intellectual privacy” which is
“protection from surveillance or interference when we are
engaged in the processes of generating ideas—thinking,
reading, and speaking with confidants before our ideas are
ready for public consumption.”

Mireille Hildebrandt, Smart Technologies and the
End(s) of Law: Novel Entanglements of Law and
Technology (2015)

[Link]

Professor Mireille Hildebrandt engages in a sophisticated
philosophical analysis of digital “smart” technologies and the
collection and use of personal data. She argues that these
technologies undermine the rule of law and imperil autonomy,
freedom, privacy, and due process.
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Kenneth A. Bamberger and Deirdre K. Mulligan,
Privacy on the Ground: Driving Corporate Behavior
in the United States and Europe (2015)

[Link]

This book discusses the results of an extensive study of privacy
professionals in five countries. Through interviews with many
privacy professionals, the book compares what privacy laws
state versus how they are operationalized on the ground.
Bamberger and Mulligan find that more ambiguous laws lead to
stronger compliance programs than more clear and detailed
laws.

Frank Pasquale, The Black Box Society: The Secret
Algorithms that Control Money and Information
(2015)

[Link]

In a book ahead of its time, Frank Pasquale discusses how
secret algorithms are involved in crucial decisions in people’s
lives and have profound effects on individual and social
welfare. Many of these algorithms are faulty and problematic.
Because they are clandestine, the algorithms are deployed
with no accountability or oversight. Pasquale calls for greater
transparency for this algorithmic underworld.
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Daniel J. Solove

Bruce Schneier, Data and Goliath: The Hidden Battles
to Collect Your Data and Control Your World (2015)
[Link]

Bruce Schneier chronicles the interrelationship between
government and private sector surveillance. Data and Goliath is
notable for how well it describes the extensive surveillance
society we live in, how the massive data gathered by companies
is shared with the government, and the harms that are caused by
mass surveillance. As with many books on this list, Schneier’s
book remains highly relevant today — sadly because the problems
of surveillance and privacy still haven’t been adequately
addressed.

Jessica Lake, The Face that Launched a Thousand
Lawsuits: The American Women Who Forged a Right
to Privacy (2016)

[Link]

This is a truly fascinating history of the development of privacy
law in the United States. Jessica Lake chronicles the way that
developments in photography, film, and other media involved
women in unique ways that led to important legal changes. Even
those familiar with the history of the American privacy torts will
be surprised at how many new revelations are in this terrific
book.
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Daniel J. Solove

Khiara M. Bridges, The Poverty of Privacy Rights (2017)
[Link]

This book is a great companion to John Gillion’s Overseers of the
Poor. Khiara Bridges examines the extensive privacy invasions on
poor people. Courts have afforded weaker constitutional privacy
protection to poor people than to wealthier people. Bridges argues
that poor mothers lack privacy not because they are ensconced in
the machinery of government bureaucracy but because they are
perceived differently — as immoral and thus requiring greater
surveillance. Bridges demonstrates how this wrong conception of
the poor has pernicious legal effects.

Cathy O’Neil, Weapons of Math Destruction: How
Big Data Increases Inequality and Threatens
Democracy (2017)

[Link]

Written by a data scientist, Weapons of Math Destruction
describes Big Data algorithms in a sophisticated yet highly-
accessible and engaging way. Using concrete examples, O’Neil
shows how algorithms are increasingly used to make important
decisions in people’s lives and how these decisions are often
skewed and worsened as a result. The book explains that
algorithms are not neutral and unbiased, and it urges for more
accountability for the use of algorithms.
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Sarah E. Igo, The Known Citizen: A History of Privacy
in Modern America (2018)
[Link]

Igo’s The Known Citizen is one of the best historical accounts of
privacy in the United States. The book is filled with a treasure
trove of details and is meticulously researched. Notonlyis it a
joy to read, but the book presents fresh insights and new
discoveries for even the most widely-read students of privacy.

Paperback
edition

Woodrow Hartzog, Privacy’s Blueprint: The Battle to
Control the Design of New Technologies (2018)
[Link]

Privacy’s Blueprint presents a deep, vivid, and concrete
account of how technology companies design devices,
websites, and software in ways that diminish privacy. Design
choices are frequently clandestine, built so that people don’t
notice them or how they are being pushed and manipulated
into sharing more data or making choices that surrender their
privacy. With clear and engaging examples, Hartzog illuminates
these shadowy designs and shows how they work. He
contends that privacy law can’t be effective unless it regulates
design. According to Hartzog, design can be regulated in ways
that aren’t overly controlling or stifling to innovation. This is a
great book, filled with countless insights, and it is highly
accessible.
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0 A ViD L ' David Lyon, The Culture of Surveillance (2018)
[Link]
T H E E ” l_ T “ H [ David Lyon, a professor of sociology, has written many books
on surveillance. In this book, Lyon discusses how pervasive
I] F surveillance is in our daily lives, and he explores the different
forms and motivations for surveillance. Lyon argues that

Orwell’s Big Brother is no longer an apt metaphor for

5 u R V E I I_ l_ H " [: [ surveillance in our times. People participate in surveillance
and contribute to it. Lyon writes: “Today’s cultures of

surveillance, those crucial ways of seeing and being in the
( \< h digital milieu, are inseparable from the so-called data exhaust
i ~ 4 { . - .
~ 5 [ ‘ ouring from millions of machines every moment of every da

and the greedy global effort to create value from them.”

(
Shoshana Zuboff, The Age of Surveillance
THE AGE OF Capitalism: The Fight for a Human Future at the
New Frontier of Power (2019
SURVEILLANCE w Fronti wer (2019)

[Link]

c A p I TA L l S M Shoshana Zuboff’s book coins the term “surveillance

capitalism” to describe the modern business practices of many
companies in the modern data ecosystem —to monetize by
THE FIGHT FOR A collecting, using, and selling personal data. With power and
passion, Zuboff issues a searing indictment of surveillance
capitalism. Although this book is quite academic in nature and
AT THE NEW clocks in at around nearly 700 pages, it became an unlikely

FRONTIER OF POWER bestseller.

-

HUMAN FUTURE
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SHOSHANA
ZUBOFF
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ANDREW GUTHRIE FERGUSON

SURVEILLANCE, RACE, AND

JULIE E. COHEN

BETWEEN TRUTH
"-““AND POWER

The Legal Construgtions
of Informational Capual»sm

Daniel J. Solove

Andrew Guthrie Ferguson, The Rise of Big Data
Policing: Surveillance, Race, and the Future of Law
Enforcement (2019)

[Link]

Ferguson analyzes how data analytics is increasingly being
used in various forms as a tool for law enforcement and the
problems the use of these technologies pose. He tackles
many problems with these technologies (such as bias,
unfairness, inaccuracy, power, abuse, etc.) and explores them
with nuance and sophistication. He argues that although big
data policing purports to be neutral, it “can be found to be
infected with biases due to the way the models are built or the
data collected and trained.”

Julie E. Cohen, Between Truth and Power: The
Legal Constructions of Informational Capitalism
(2019)

[Link]

Decades of Julie Cohen’s thinking about the Information Age
and digital technologies coalesce in this magisterial book.
Dense with theory, Between Truth and Power is a challenging
book, butitis rich with insights and sweeping in scope. Cohen
tackles privacy problems at their foundations - the entire
information economy. Much as scholars have examined the
pathologies of the industrial revolution, Cohen seeks to do the
same for the information revolution. She has produced a
remarkable work of synthesis and comprehensiveness.
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MORE NOTABLE PRIVACY BOOKS: 2010

Christena E. Nippert-Eng,
Islands of Privacy (2010) [Link]

Sociological account of how we
manage our privacy boundaries.

Lena Cowen Orlin, Locating
Privacy in Tudor London (2010)
[Link]

History of privacy in 15th century
London.

Adam D. Moore, Privacy Rights:
Moral and Legal Foundations
(2010) [Link]

Develops a comprehensive theory of
privacy.

Bill Bryson, At Home: A Short
History of Private Life (2010)
[Link]

A history of the home, which plays an

importantrole in the history of
privacy.

Harry Blatterer, Pauline
Johnson, and Maria R. Markus,
Modern Privacy: Shifting
Boundaries, New Forms (2010)
[Link]

Interdisciplinary and international
perspectives on privacy, feminism,
and intimacy.

Bill

Bryson

modern privacy
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Raymond Wacks: Privacy Law:
A Very Short Introduction (2010)
[Link]

Short introduction to how the law
protects privacy around the world.

Stewart Baker, Skating on Stilts:
Why We Aren’t Stopping
Tomorrow’s Terrorism (2010)
[Link]

Argues that privacy often impedes
national security.

Shane Harris, The Watchers:
The Rise of America’s
Surveillance State (2010) [Link]

Chronicles the surveillance and
security measures the U.S.
undertook after 9/11.

Robin D. Barnes, Outrageous
Invasions: Celebrities’ Private

Lives, Media, and the Law (2010)

[Link]

Discusses privacy protections for
celebritiesin the U.S. and EU.

Katherine J. Strandburg and
Daniela Stan Raicu (editors),
Privacy and Technologies of
Identity: A Cross-Disciplinary
Conversation (2010) [Link]

Essays on identification, biometrics,
and anonymity.

OUTRAGEOUS
INVASIONS

Privacy and
Technologies
of Identity
A CrossDiscapinary
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Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2010

John L. Locke , Eavesdropping:
An Intimate History (2010) [Link]

Interdisciplinary examination of
eavesdropping.

Sean P. Hier, Panoptic Dreams:
Streetscape Video Surveillance
in Canada (2010) [Link]

A discussion of public surveillance
in Canadian cities.

65

Elia Zureik et al. (editors),
Surveillance, Privacy, and the
Globalization of Personal
Information: International
Comparisons (2010) [Link]

Essays about surveillance in
countries around the world.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2011

Eli Pariser, The Filter Bubble
(2011) [Link]

A critique of the personalization of
the internet, which we see through
tinted goggles designed by others
who determine what we want to see.

Susan Landau, Surveillance or
Security? The Risk Posed by
New Wiretapping Technologies
(2011) [Link]

Argues that designing technologies
around surveillance capabilities will
undermine rather than promote
security.

Frederick Lane, Cybertraps for
the Young (2011) [Link]

Overview of the various problems the
Internet poses for children such as
cyberbullying and sexting.

Clare Sullivan, Digital Identity:
An Emergent Legal Concept
(2011) [Link]

Explores the rise of digital identity,
which is necessary for engaging in
various transactions. Discusses
Australian, UK, and EU law.

Saul Levmore and Martha C.
Nussbaum (editors), The
Offensive Internet: Speech,
Privacy, and Reputation (2011)
[Link]

Collection of essays about social
media, privacy, defamation, and
harassment.

cybertraps

frederick s.lane

= Qffensive

Internet
{
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Daniel J. Solove and Paul M.
Schwartz, Privacy Law
Fundamentals (2011) [Link]

A short treatise on privacy law. Many
subsequent editions have been
published.

Siva Vaidhyanathan, The
Googlization of Everything
(2011) [Link]

Critique of Google and other
companies that shape the Internet
and encourage data sharing.

Kevin Mitnick, Ghost in the
Wires (2011) [Link]

Exploits of the famous ex-hacker who

inspired War Games. Demonstrates
that hacking is often not just about
technical wizardry but old-fashioned
con-artistry.

Joseph Epstein, Gossip: The
Untrivial Pursuit (2011) [Link]

Exposes gossip’s bad and good
sides, and how new media are
transforming gossip in troublesome
ways.
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Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2012

Hugh D. Hudson, Jr., Peasants,
Political Police, and the Early
Soviet State: Surveillance and
Accommodation under the New
Economic Policy (2011) [Link]

History of Soviet surveillance.

Stephen J. Schulhofer, More
Essential than Ever: The Fourth
Amendment in the Twenty-First
Century (2012) [Link]

Discusses Fourth Amendment
jurisprudence and new technologies.

Bruce Schneier, Liars and
Outliers: Enabling the Trust that
Society Needs to Thrive (2012)
[Link]

A theoretical discussion of security
and trust.

Cole Stryker, Hacking the
Future: Privacy, Identity, and
Anonymity on the Web (2012)
[Link]

Discusses the importance of
anonymity.

Megan Richardson, Michael
Bryan, Martin Vranken, Katy
Barnett, Breach of Confidence:
Social Origins and Modern
Developments (2012) [Link]

Discusses the origins and current law

of the breach of confidence tort.

Peaxamts, Political Police,
and the Exrly Soviet State
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Hacking

the Future

Garret Keizer, Privacy (2012)
[Link]

A philosophical and moral
examination of privacy.

John Gilliom and Torin Monahan,
SuperVision: An Introduction to
the Surveillance Society (2012)
[Link]

Discussion of various forms of
surveillance in modern life.

Lori Andrews, I Know Who You
Are and | Saw What You Did:
Social Networks and the Death
of Privacy (2012) [Link]

Discusses the privacy problems of
online social media.

Zygmunt Bauman and David
Lyon, Liquid Surveillance: A
Conversation (2012) [Link]

Discusses surveillance in the modern
world.

Peter P. Swire and Kenesa
Ahmad, Privacy and
Surveillance With New
Technologies (2012) [Link]

Discusses a variety of surveillance
issues.
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Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2012

Annabelle Lever, On Privacy
(Thinking in Action) (2012) [Link]

A philosophical examination of
privacy.

Austin Sarat, Lawence Douglas,
and Martha MerrillUmphrey
(editors), The Secrets of Law
(2012) [Link]

A collection of essays about
privacy and the law.

Adam D. Moore (editor),
Information Ethics: Privacy,
Property, and Power (2012) [Link]

A collection of essays on privacy,
speech, data, and ethics.

William W. Lowrance, Privacy,
Confidentiality, and Health
Research (2012) [Link]

Discusses the ethics, policy, and law
of confidentiality in health research.

Privacy
Confidentiality,
andd Health Research
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2013

Benjamin J. Goold and Daniel
Neyland (editors), New
Directions in Surveillance and
Privacy (2013) [Link]

Multidisciplinary essays on
surveillance and privacy.

Christopher Kuner, Transborder
Data Flows and Data Privacy
Law (2013) [Link]

Discusses cross-border data
transfer around the world.

Mireille Hildebrandt and Katja
de Vries (editors), Privacy, Due
Process and the Computational
Turn (2013) [Link]

A collection of essays about
privacy and data analytics.

Annabelle Lever, A Democratic
Conception of Privacy (2013)
[Link]

A philosophical account of privacy.

Arnold Roosendaal, Digital
Personae and Profiles in Law:
Protecting Individuals' Rights in
Online Contexts (2013) [Link]

Discusses how digital
representations of people affect
their identity and autonomy.

New Directions
in Surveillance
and Privacy

\DEMOCRATI
LONCEPTION
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David Rosen and Aaron
Santesso, The Watchman in
Pieces: Surveillance, Literature,
and Liberal Personhood (2013)
[Link]

A literary examination of surveillance.

Deborah Cohen, Family Secrets:
Shame and Privacy in Modern
Britain (2013) [Link]

Examines shame, secrets, and
privacy in modern Britain.

William G. Staples, Everyday
Surveillance: Vigilance and
Visibility in Postmodern Life
(2013) [Link]

Discusses various forms of
surveillance in daily life.

Joel Brenner, Glass Houses:
Privacy, Secrecy and Cyber
Insecurity in a Transparent
World (2013) [Link]

Discusses espionage in a digital
world.

Viktor Mayer-Schonberger and
Kenneth Cukier, Big Data:

A Revolution That Will Transform
How We Live, Work, and Think
(2013) [Link]

A discussion of the benefits and
dangers of Big Data.

GLASS
HOUSES

N

PRIVACY. BECARECY AND
CYBER INSECURITY
M A THANSPARENT WORLD

JOEL BRENNER

| A REVOLUTION

THAT WILL TRANSFORN HOW
WE LIVE, WORK, AND THINK
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MORE NOTABLE PRIVACY BOOKS: 2013

Mary Trull, Performing Privacy o Raymond Wacks, Privacy and
and Gender in Early Modern MODERN LITERATURS Media Freedom (2013) [Link]

Literature (2013) [Link] , . . .
Discusses the intersection of privacy
Discusses the dynamism of the and free speech.

public/private boundary in literature.
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MORE NOTABLE PRIVACY BOOKS: 2014

Michelle Dennedy, Jonathan
Fox, and Tom Finneran, The
Privacy Engineer's Manifesto:
Getting from Policy to Code to
QA to Value (2014) [Link]

A practical and intellectual guide to
privacy engineering.

Graham Greenleaf, Asian Data
Privacy Laws: Trade & Human
Rights Perspectives (2014)
[Link]

Detailed overview of various Asian
data privacy laws. Updated in 2017.

danah boyd, It’s Complicated:
The Social Lives of Networked
Teens (2014) [Link]

A nuanced account of how teens use
social media.

Julia Lane, Victoria Stodden,
Stefan Bender, and Helen
Nissenbaum (editors), Privacy,
Big Data, and the Public Good:
Frameworks for Engagement
(2014) [Link]

A collection of essays about Big Data
and privacy.

Ruth Chadwick, Mairi Levitt, and
Darren Shickle (editors), The
Right to Know and the Right Not
to Know: Genetic Privacy and
Responsibility (2014) [Link]

A collection of essays about genetic
privacy.
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Thomas P. Keenan, Technocreep:
The Surrender of Privacy and the
Capitalization of Intimacy (2014)
[Link]

Examines the future that technology
will likely bring, both the benefits and
the perils.

Lee Andrew Bygrave, Data
Privacy Law: An International
Perspective (2014) [Link]

An examination of privacy law around
the world and its relationship with as
human rights, administrative law,
and IP.

Astra Taylor, The People's
Platform: Taking Back Power and
Culture in the Digital Age (2014)
[Link]

A critique of online platforms and
their lack of a democratic nature.

Austin Sarat (editor), A World
Without Privacy: What Law Can
and Should Do? (2014) [Link]

A collection of essays about privacy,
surveillance, and national security.

Paul Bernal, Internet Privacy
Rights: Rights to Protect
Autonomy (2014) [Link]

Argues for aright to privately browse
the internet, a right to watch the

watchers, a right to delete, and a right

to create, assert and protect an
online identity.
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MORE NOTABLE PRIVACY BOOKS: 2014

Andrew McStay Privacy and
Philosophy: New Media and
Affective Protocol (2014) [Link]

Discusses interaction between human
and non-human actors, drawing from
Arendt, Aristotle, Bentham, Deleuze,
Heidegger, Hume, Husserl, James, Kant,
Rorty, and others.
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Charles N. Davis and David

Cuillier (editors), Transparency
2.0: Digital Data and Privacyina [ERERE -l
Wired World (2014) [Link] 2.0

Essays about a variety of privacy
issues.
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MORE NOTABLE PRIVACY BOOKS: 2015

Jon Ronson, So You’ve Been
Publicly Shamed (2015) [Link]

Stories about how online social
media can quickly destroy
reputation.

Beate Roessler & Dorota
Mokrosinska (editors), Social
Dimensions of Privacy (2015)
[Link]

Collection of philosophical essays
about privacy by leading theorists.

Jon L. Mills, Privacy in the New
Media Age (2015) [Link]

Explores the tensions between
privacy and the media in today’s
digital age.

Bernard E. Harcourt, Exposed:
Desire and Disobedience in the
Digital Age (2015) [Link]

A philosophical critique of the
modern digital world where our
personal lives are far too exposed.

Frederik J. Zuiderveen Borgesius,
Improving Privacy Protection in
the Area of Behavioural Targeting
(2015) [Link]

Discusses the problems with
behavioral targeting and online
profiling.
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James B. Jacobs, The Eternal
Criminal Record (2015) [Link]

Argues that criminalrecord data is
too accessible and too widely used.

Marc Rotenberg, Julia Horwitz,
and Jeramie Scott (editors),
Privacy in the Modern Age: The
Search for Solutions (2015) [Link]

A collection of essays about privacy.

Samantha Barbas, Laws of
Image: Privacy and Publicity in
America (2015) [Link]

Discusses the development of the
law that permits people to control
theirimages.

Robert Scheer, They Know
Everything About You: How Data-
Collecting Corporations and
Snooping Government Agencies
Are Destroying Democracy (2015)
[Link]

Discusses government and private
sector monitoring of individuals.

Yuval Karniel and Amit Lavie-
Dinur, Privacy and Fame: How
We Expose Ourselves across
Media Platforms (2015) [Link]

Examines how and why people
expose their private lives online in
Israel.
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MORE NOTABLE PRIVACY BOOKS: 2015

Amy Gajda, The First
Amendment Bubble: How
Privacy and Paparazzi Threaten
a Free Press (2015) [Link]

Discusses how media overreach and
news for titillation are leadingto a
judicial backlash against the media.

Ronald Goldfarb (editor), After
Snowden: Privacy, Secrecy, and
Security in the Information Age
(2015) [Link]

A collection of essays about the
ramifications of the Snowden
revelations of U.S. surveillance.

Dan Bouk, How Our Days
Became Numbered: Risk and
the Rise of the Statistical
Individual (2015) [Link]

Discusses the rise of using data
and algorithms to make predictions
about people.

David Lyon, Surveillance After
Snowden (2015) [Link]

Discusses Edward Snowden’s 2013
revelations of NSA surveillance and
the global reactions to them.

Jacob Silverman, Terms of
Service: Social Media and the
Price of Constant Connection
(2015) [Link]

A critique of how social media
platforms are undermining privacy
and adversely affecting our lives.
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Adam D. Moore (editor), Privacy,
Security and Accountability:
Ethics, Law and Policy (2015)
[Link]

A collection of essays about privacy
from philosophical and ethics
perspectives.

Simone Browne, Dark Matters:
On the Surveillance of
Blackness (2015) [Link]

Discusses the extensive surveillance
of black people throughout history
and in the present.

Peter Marks, Imagining
Surveillance: Eutopian and
Dystopian Literature and Film
(2015) [Link]

Imagining ==
Surveillance =

Surveillance as depicted in works by
Orwell, Atwood, Lang, Blomkamp,
and others.

Meredith Broussard, Artificial
Unintelligence: How Computers ﬁm'I‘FTI E[!LHL\'LGENCE
Misunderstand the World (2015) S,
[Link] i 'f;._(:..:. FJ"

A critique of the myths of Al. - A

Janice Richardson, Law and the
Philosophy of Privacy (2015)
[Link]

Theory of privacy focusing on Spinoza
and also discussing Kant, Locke, Mill,
and Floridi.
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MORE NOTABLE PRIVACY BOOKS: 2016

Susan C. Lawrence, Privacy and
the Past: Research, Law,
Archives (2016) [Link]

Discusses the impact of privacy rules
on historians, archivists, and
researchers, and critiques extending
privacy protections to the dead.

Privacy and the American
Constitution: New Rights
Through Interpretation of an Old
Text (2016) [Link]

Discusses the importance of the U.S.
Constitutionalright to privacy.

David Gray, The Fourth
Amendmentin an Age of
Surveillance (2017) [Link]

A discussion of the original meaning
of the Fourth Amendment and how it
appliesin the digital age.

Gary T. Marx, Windows into the
Soul: Surveillance and Society
in an Age of High Technology
(2016) [Link]

Interdisciplinary examination of
surveillance and social control.

Meg Leta Jones, Control+Z:
The Right to Be Forgotten (2016)
[Link]

Nuanced discussion of the right to
be forgotten in its various forms.
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Chris Jay Hoofnagle, Federal
Trade Commission: Privacy
Law and Policy (2016)

[Link]

Definitive history and analysis of
FTC jurisprudence regarding
privacy.

Ronald J. Krotoszynski Jr., Privacy
Revisited: A Global Perspective
on the Right to Be Left Alone
(2016) [Link]

Comparative study of privacy law in
the U.S., Canada, South Africa, the UK,
and EU. Also discusses privacy and
free speech.

Jeffrey L. Vagle, Being Watched:
Legal Challenges to Government
Surveillance (2017) [Link]

Discusses Laird v. Tatum (U.S. 1972)
and the difficulties in challenging
government surveillance in court.

William McGeveran, Privacy and
Data Protection Law (2016)
[Link]

Casebook on information privacy
law.

Josef Teboho Ansorge, Identify
and Sort: How Digital Power
Changed World Politics (2016)
[Link]

Interdisciplinary account of the
development of identification and
categorization techniques and how
they are used for control and power.
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MORE NOTABLE PRIVACY BOOKS: 2016

J. Macgregor Wise, Surveillance
and Film (2016) [Link]

Surveillance as depicted by Rear
Window, Disturbia, Gigante, The
Lives of Others, Enemy of the State,
The Conversation, and other films.

Gordon Corera, Cyberspies: The
Secret History of Surveillance,
Hacking, and Digital Espionage
(2016) [Link]

Discusses espionage in the digital
age.

Alex B. Makulilo, African Data
Privacy Laws (2016) [Link]

Discusses the data privacy laws of
African countries.

Ml Anes (=

African Data
Privacy
Laws
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Julia H. Fawcett, Spectacular
Disappearances: Celebrity and
Privacy, 1696-1801 (2016) [Link]

Crlelarity smd Provacy, W8-S

2

Historical account of the first modern
celebritiesin 18th century London.
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David Vincent, Privacy: A Short

History (2016) [Link] FRIVACY

Historical overview of privacy.

Ronald Huebert, Privacy in the
Age of Shakespeare (2016) [Link]

Argues that during Shakesperean era,
“the idea of privacy went from a
marginal notion to a desirable
quality.”
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2017

Andreas Weigend, Data for the
People (2017) [Link]

Discusses how people can regain
control over their data.

Andrew McStay, Privacy and
the Media (2017) [Link]

An overview of privacy and the
media.

Joshua A. T. Fairfield, Owned:
Property, Privacy, and the
New Digital Serfdom (2017)
[Link]

A discussion of the privacy and
property implications of smart
technologies.

Radim Polcak and Dan J.B.
Svantesson, Information
Sovereignty: Data Privacy,
Sovereign Powers and the
Rule of Law (2017) [Link]

Discusses how data flows affect
individual and state sovereignty.

Vincent Mosco, Becoming
Digital Toward a Post-Internet
Society (2017) [Link]

Discusses the implications of
computers being everywhere,
even integrated into humans.
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John Cheney-Lippold, We Are
Data: Algorithms and The
Making of Our Digital Selves
(2017) [Link]

A discussion of how algorithms
shape our identities.

Timothy H. Edgar, Beyond
Snowden: Privacy, Mass
Surveillance, and the Struggle
to Reform the NSA (2017)
[Link]

A critique of NSA surveillance.

Russell A. Miller, Privacy and
Power A Transatlantic
Dialogue in the Shadow of the
NSA-Affair (2017) [Link]

Discusses the culturalimpact on
both sides of the Atlantic about
the NSA surveillance scandal.

Adam Tanner, Our Bodies, Our
Data: How Companies Make
Billions Selling Our Medical
Records (2017) [Link]

Discusses the sale of medical
data in massive patient dossiers.

Franklin Foer, World Without
Mind: The Existential Threat of
Big Tech (2017) [Link]

A manifesto against the changes
being wrought by technology on
society.

BEYOND
SNOWDEN

Privacy and Power
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2017

Susan Flynn and Antonia
Mackay (editors), Spaces of
Surveillance: States and Selves
(2017) [Link]

Collection of essays about how
surveillance is depicted in art, film,
literature, and culture.

Jeff Kosseff, Cybersecurity Law
(2017) [Link]

A treatise on cybersecurity law.
Several subsequent editions have
been published.

Safiya Umoja Noble, Algorithms
of Oppression: How Search
Engines Reinforce Racism (2018)
[Link]

Discusses how search algorithms
discriminate against people of color,
and especially women of color.

Joseph Turow, The Aisles Have
Eyes: How Retailers Track Your
Shopping, Strip Your Privacy,
and Define Your Power (2017)
[Link]

Discussion about how merchants are
using surveillance and data analysis.

Fred H. Cate and James X.
Dempsey (editors), Bulk
Collection: Systematic
Government Access to Private-
Sector Data (2017) [Link]

A study of government access to
private sector datain 12 countries.
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Angeline Close Scheinbaum,
The Dark Side of Social Media
(2017) [Link]

An examination of social media from
a psychology perspective.

Bart van der Sloot, Privacy as
Virtue: Moving Beyond the
Individual in the Age of Big Data
(2017) [Link]

Argues that rights-based privacy laws
are too individualistic and that data
protection transcends individual
interests.

Jennifer Rothman, The Right of
Publicity: Privacy Reimagined
for a Public World (2018) [Link]

History of the right of publicity, which
emerged from the right to privacy but
transformed into a form of
intellectual property.

Jane Frankland, InSecurity: Why
a Failure to Attract and Retain
Women in Cybersecurity is
Making Us All Less Safe (2017)
[Link]

An account of why women are
essential for cybersecurity.

Susan Landau, Listening In:
Cybersecurityin an Insecure
Age (2017) [Link]

Argues against weakening
encryption in the name of national
security, as it will increase data
security risks from foreign hackers.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2017

Martine van Elk, Early Modern
Women's Writing Domesticity,
Privacy, and the Public
Sphere in England and the
Dutch Republic (2017) [Link]

A comparison of English and
Dutch female writers.

Samantha Barbas,
Newsworthy: The Supreme
Court Battle over Privacy and
Press Freedom (2017) [Link]

History of the landmark false light
case of Time v. Hill.

Federica Giovanella,
Copyright and Information
Privacy : Conflicting Rights
(2017) [Link]

Comparative study of conflicts

between copyright and privacy in
the U.S., Canada, and ltaly.

Eb
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Josh Lauer, Creditworthy: A
History of Consumer
Surveillance and Financial
Identity in America (2017)
[Link]

History of the rise of the credit
reporting industry.

Tjerk Timan, Bryce C. Newell,
and Bert-Jaap Koops Privacy in
Public Space : Conceptual and
Regulatory Challenges (2017)
[Link]

Collection of essays on privacy in
public.



https://amzn.to/43ikrzf
https://amzn.to/4n32DA1
https://amzn.to/3ZCX7de
https://amzn.to/4n4CIYF
https://amzn.to/4lh6kjR

Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2018

Mary Anne Franks, The Cult of
the Constitution (2018) [Link]

Argues that overbroad interpretations
of free speech protections allow for
pernicious harassment and harm
online.

Meredith Broussard, Artificial
Unintelligence: How Computers
Misunderstand the World (2018)
[Link]

A critique of the hype over Al and
explanation of how Al works.

Edward Tenner, The Efficiency
Paradox: What Big Data Can’t Do
(2018) [Link]

Discusses how algorithms and Al
can’treplace certain facets of human
judgment.

Courtney Bowman, Ari Gesher,
and John K. Grant, The
Architecture of Privacy: On
Engineering Technologies that
Can Deliver Trustworthy
Safeguards (2018) [Link]

A guide to privacy engineering.

Evan Selinger, Jules Polonetsky,
and Omer Tene (editors),

The Cambridge Handbook of
Consumer Privacy (2018) [Link]

Large collection of essays about
consumer privacy.
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Ajay Agrawal, Joshua Gans, and Avi

Goldfarb, Prediction Machines:

The Simple Economics of Artificial

Intelligence (2018) [Link]

Discusses Al and predictions.

Viktor Mayer-Schonberger and
Thomas Ramge, Reinventing
Capitalism in the Age of Big Data
(2018) [Link]

Discusses how Big Data is changing
the nature of the economy.

Samantha Barbas, Confidential
Confidential: The Inside Story of
Hollywood'’s Notorious Scandal
Magazine (2018) [Link]

A history of a scandal magazine’s
reporting on celebrity secrets.

Jason NE Varuhas and Nicole
Moreham (editors), Remedies
for Breach of Privacy (2018)
[Link]

Discusses remedies for privacy
violations in common law countries.

Bart van der Sloot and Aviva de
Groot, The Handbook of Privacy
Studies: An Interdisciplinary
Introduction (2018) [Link]

Collection of essays from various
fields: law, ethics, medicine,
informatics, and anthropology.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2018

Nicole Moreham, The Protection
of Privacy in English Private Law
(2018) [Link]

Discusses how English private law is
developing and the influence of
various other laws on its
development.

Ari Ezra Waldman, Privacy as
Trust: Information Privacy for an
Information Age (2018)

[Link]

Interdisciplinary and theoretical
examination of privacy and its value.

Cyrus Farivar, Habeas Data:
Privacy vs. the Rise of
Surveillance Tech (2018) [Link]

Discusses the dangers of
surveillance technologies.

Bruce Schneier, Click Here to
Kill Everybody: Security and
Survivalin a Hyper-connected
World (2018) [Link]

Discusses the profound challenges
of data security and how to better
protectit.

James M. Harding, Performance,
Transparency and the Cultures
of Surveillance (2018) [Link]

Argues that depictions of
surveillance in theater and art must
adaptto counter our modern
surveillance society.
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R. Jason Cronk, Strategic Privacy
by Design (2018) [Link]

Comprehensive practical guide to
designing for privacy.

Abraham L. Newman, Protectors
of Privacy Regulating Personal
Data in the Global Economy
(2018) [Link]

Discusses why the EU’s data
protection law has spread globally in
contrast with U.S. law.

Brett Frischmann and Evan
Selinger, Re-Engineering
Humanity (2018) [Link]

Discusses how Al, Big Data, and
digitaltechnologies threaten
humanity’s future.

Ann Rudinow Saetnan, Ingrid
Schneider, and Nicola Green
(editors), The Politics and
Policies of Big Data: Big Data,
Big Brother? (2018) [Link]

Essays on Big Data.
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Notable Privacy Books Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2019

Henry Farrell and Abraham L. P Ric Simmons, Smart SMART
Newman, Of Privacy and Power: OoF Surveillance: How to Interpret SURVEILLANCE
The Transatlantic Struggle over P R ' VA CY the Fourth Amendmentin the

Freedom and Security (2019) Twenty-First Century (2019)

[Link] AND [Link]

Discusses the clash between the PUWER Argues that tech can reconcile privacy

U.S. and EU regulation of privacy. PARINTLINTIC S10ECGE interests and security concerns.

SRECEOm scoTy

Kate Eichhorn, The End of m m | Ruha Benjamin, Race After
Forgetting: Growing Up with - = Technology: Abolitionist Tools for
Social Media (2019) [Link] seesnteligatting the New Jim Code (2019)

B 2 q [Link]

Discusses how teenagers no longer

RUKA
can have a forgotten past. 8

An examination of how digital BN SAMIN
technologies can further ‘

discrimination and inequality.

Lawrence Cappello, None of
Your Damn Business: Privacy in
the United States from the
Gilded Age to the Digital Age
(2019) [Link]

D.J. Taylor, On Nineteen Eighty-
Four: A Biography (2019) [Link]

Discusses the story of the creation of
1984 and its post-publication history.

D4-ALHIE3

History of privacy, focusing on how
opportunities to protect privacy have
been squandered.

L1

DL Tegun

Jeff Kosseff, The Twenty-Six
Words That Created the Internet
(2019) [Link] THE

Laura K. Donohue, The Future of
Foreign Intelligence: Privacy and
Surveillance in a Digital Age

B TWENTY-SIX
(2019) [Link] A discussion of the CDA Section 230, L‘f’ﬂ"{"ﬂi;’;;‘g
Discussion of lack of accountability which immunizes online platforms INTERNET

from liability for the content of
others. JEFF KOSSEFF

and oversight of national security
surveillance.

Deborah Lupton, Data Selves: Carrie Goldberg, Nobody’s

More-than-Human Perspectives i _: ‘:J :«s Victim: Fighting Psychos,
(2019) [Link] T e Stalkers, Pervs and Trolls (2019)

Discusses how people understand [Link]

the collection and use of their data,
with a feminist and anthropological
perspective.

The personal and professionaljourney
of a lawyer who fights for people
victimized by online stalking and
harassment.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2019

Brad Smith and Carol Ann
Browne, Tools and Weapons:
The Promise and the Peril of the
Digital Age (2019) [Link]

Microsoft president discusses how to
navigate difficultissues of digital
technology.

Jill Elaine Hasday, Intimate Lies
and the Law (2019) [Link]

Discusses deceptionin intimate
relationships and how the law
inadequately protects against lies.

Virginia Eubanks, Automating
Inequality: How High-Tech Tools
Profile, Police, and Punish the
Poor (2019) [Link]

Discusses how surveillance and
automated systems are unduly
targeted to the poor and the
pernicious effects.

Francesca Giardini and Rafael
Wittek (editors), The Oxford
Handbook of Gossip and
Reputation (2019) [Link]

Collection of interdisciplinary essays
on gossip and reputation.

Nora A. Draper, The Identity
Trade: Selling Privacy and
Reputation Online (2019) [Link]

Collection of interdisciplinary essays
on gossip and reputation.
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Elizabeth Harvey, Johannes Hiirter,

Maiken Umbach, and Andreas
Wirsching (editors), Privacy Life

and Privacy in Nazi Germany (2019)

[Link]

Essays about privacy under the Nazi
regime.

Dorian Lynskey, The Ministry of
Truth: A Biography of George
Orwell’s 1984 (2019) [Link]

Discusses the origins of Orwell’s
1984 and the way the book has
influenced culture.

Colin Koopman, How We
Became Our Data: A Genealogy
of the Informational Person
(2019) [Link]

Philosophical account of how mass
record systems have changed the
nature of personhood.

Harriet Fertik, The Ruler's
House: Contesting Power and
Privacy in Julio-Claudian Rome
(2019) [Link]

A discussion of the lack of privacy of
Roman rulers.

Mary D. Fan, Camera Power:
Proof, Policing, Privacy, and
Audiovisual Big Data (2019) [Link]

Discusses privacy issues involved
with police body cameras.
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Notable Privacy Books

WHY
PRIVACY
MATTERS

NEIL RICHARDS

KATE CRAWFORD

ATLAS OF Al

Daniel J. Solove

Neil Richards, Why Privacy Matters (2021)
[Link]

Brimming with insights, Neil Richards provides a compelling and
accessible account of the value of privacy, and he dispels common
myths about privacy, such as privacy is dying or privacy is about
creepiness. In an eloquent and clear way, Richards explains
why privacy matters for our identity, freedom, and protection.
This book powerfully shows that how we think about privacy is
essential to effectively safeguarding it. As | wrote in my blurb for
the book: "Neil Richards argues powerfully and eloquently about
the importance of privacy in our lives and society. Insightful and
nuanced, but also very accessible and clear, Why Privacy Matters is
essential reading for anyone concerned about individual identity
and freedom in a world where digital technologies are spinning out
of control."

Kate Crawford, Atlas of Al: Power, Politics, and the
Planetary Costs of Artificial Intelligence (2021)
[Link]

In this short powerful book, Kate Crawford explores the
physical and human dimensions of Al. It is far too easy to be
lulled into viewing Al as disembodied, something that is purely
digital. But Crawford shows how Al depletes physical resources
and takes massive amounts of human labor (often unpleasant)
to function. She demonstrates the real effects of Al on human
lives and on the planet.
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Notable Privacy Books

PRIVACY
IS HARD

AND SEVEN OTHER MYTHS

ACHIEVING PRIVACY
THROUGH CAREFUL DESIGN

&)

Jaap-Henk Hoepman

ANU BRADFORD

The Brussels Effect

HOW THE EUROPEAN UNION

RULES THE WORLD

Daniel J. Solove

Jaap-Henk Hoepman, Privacy Is Hard and Seven
Other Myths: Achieving Privacy through Careful
Design (2021)

[Link]

Filled with concrete examples, this accessible book tackles
common privacy myths, such as the myth that people already
have zero privacy so they should get over it; the myth that if
people have nothing to hide, they shouldn’t care about privacy;
the myth there are only minimal privacy concerns with
metadata; that service providers need to know who their
customers are; and many others.

Anu Bradford, The Brussels Effect: How the
European Union Rules the World (2021)
[Link]

Anu Bradford’s book is seminal for understanding the influence
of the EU on law around the world. Bradford coined the term
“the Brussels Effect” to capture the EU’s profound effect on
global regulation, especially privacy regulation. The EU has
been an essential voice in the global discussion over data
protection and privacy. EU data protection regulation has
introduced many important concepts into privacy and data
protection laws around the world, and the EU has had more
worldwide influence than any other jurisdiction.
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Notable Privacy Books Daniel J. Solove

Ari Ezra Waldman, Industry Unbound: The Inside
Story of Privacy, Data, and Corporate Power (2021)
[Link]

Ari Waldman’s Industry Unbound eviscerates many of the
current privacy laws and corporate privacy programs. On the
surface, we appear to be living in the golden age of privacy law.
Privacy laws are being passed at a feverish rate. Many
companies now have dedicated teams of individuals who build

n
ln UStry a privacy program at the company to comply with the laws,

assess privacy risks, train employees, and ensure that products
u n o u n and services are designed in ways that are protective of privacy.
Unfortunately, Waldman contends, these privacy programs are
hollow. They amount to building a meaningless paper record
and end up cloaking poor privacy practices with a pretty
facade. Even those who do not agree with the potency of

Waldman'’s critique must take note of the concerns he raises.
His arguments are essential to engage with.

Danielle Keats Citron, The Fight for Privacy:
Protecting Dignity, Identity, and Love in the Digital
Age (2022)

[Link]

Danielle Citron demonstrates the profound importance of
protecting “intimate privacy,” which she defines as “the extent to
which others have access to, and information about, our bodies;
minds (thoughts, desires, and fantasies); health; sex, sexual
orientation, and gender; and close relationships.” She deftly uses
vivid and shocking stories to show how treacherous and harmful
digital technologies have become. Citron points out how attacks on
privacy are disproportionately targeted at women. She lays bare
these assaults, showing us how vile, hateful, and terrifying they are
-- as well as how much pain and damage they cause in people's
lives. Citron writes with passion; her prose is accessible; and her
arguments are masterfully developed. She thoughtfully discusses
how to balance privacy and free speech, and she offers concrete
legal reforms that can really work.
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Notable Privacy Books

‘ENGROSSING AND ESSENTIAL "

THE TANGLED HISTORY OF

AND

THE RIGHT TO PRIVACY

AMY GAJDA

DIGITAL
-MPIRES

THE GLOBAL BATTLE
TO REGULATETECHNOLOGY

ANU
BRADFORD

Daniel J. Solove

Amy Gajda, Seek and Hide: The Tangled History of the
Right to Privacy (2022)
[Link]

With vivid stories and interesting details, Amy Gajda’s Seek and
Hide chronicles the development of the American privacy torts,
which have their origin in the famous article from 1890, The
Right to Privacy by Samuel Warren and Lousi Brandeis. There
are so many fascinating facts in this book, such as background
into the life and death of Samuel Warren, the much lesser
known half of the dynamic authorship duo. This book also tells
the insightful history of the difficult tensions between the
media, privacy, and free speech.

Anu Bradford, Digital Empires: The Global Battle to
Regulate Technology (2023)
[Link]

Anu Bradford’s Digital Empires discusses the tussle between
three approaches to regulate digital technologies, privacy, and
Al —the U.S. market-driven approach, the EU rights-driven
approach, and the Chinese state-driven approach. With careful
attention to detail and nuance, yet also painting the big picture,
Bradford explains how the U.S., EU, and China have attempted
to spread their approaches to other countries around the
world. The U.S. exerted early influence by encouraging a quasi
laissez faire approach to regulation. China has used investment
in physical infrastructure to encourage countries to adopt its
approach, which involves control and state surveillance. The
EU has led by promulgating regulations, which it makes
accessible by translating into many languages, and then using
its market power to entice countries to model their laws based
on EU-style regulation.
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Notable Privacy Books

NATIONAL BESTSELLER

KASHMIR HILL

Y The
QUANTIFIED
WORKER

Law and Technology in
the Modern Workplace

Daniel J. Solove

Kashmir Hill, Your Face Belongs to Us: A Secretive
Startup’s Quest to End Privacy as We Know It (2023)
[Link]

In this book, N.Y. Times reporter Kashmir Hill, who has been
covering privacy issues for decades, focuses on the story of the
development of facial recognition. The book intersperses two
stories — the general story of facial recognition’s evolution,
which occurred in fits and starts, and the more specific story of
Clearview Al, which revolutionized the technology but did so
using shady means in the shadows.

Paperback edition

Hill’s book exposes the outrageous
tactics of Clearview Al, the i’?:;;;;;’;;a“
problematic uses of facial =S

recognition, and the dystopian e TN~
future such technology can lead to - YOUR

if it isn’t strictly controlled. . FACE 8
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Ifeoma Ajunwa, The Quantified Worker: Law and
Technology in the Modern Workplace (2023)
[Link]

Ifeoma Ajunwa’s The Quantified Worker provides a
comprehensive account of how digital technologies are
surveilling and analyzing employees. She demonstrates the
problems that these technologies pose to privacy,
discrimination, and fairness. The book delves into the history of
how technology was used to control employees, provides
examples of contemporary practices involving Al, and
discusses how the law regulates and why it fails to provide
adequate protection in many circumstances.
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Notable Privacy Books

HARM AND POWER IN
THE INFORMATION ECONOMY

What Artificial Intelligence
Can Do, What It Can't,

& SAYASH KAPOOR

Daniel J. Solove

Ignacio Cofone, The Privacy Fallacy: Harm and
Power in the Information Economy (2023)
[Link]

Ignacio Cofone’s The Privacy Fallacy provides a thought-
provoking account of the current debates and discourse
about privacy problems, especially privacy harm. The book
synthesizes an extensive array of privacy scholarship in a
succinct and interesting way.

Arvind Narayanan and Sayash Kapoor, Al Snake Oil:
What Artificial Intelligence Can Do, What It Can’t,
and How to Tell the Difference (2024)

[Link]

This book clearly discusses what Al is, how it works, and
whether it works. The authors are computer scientists,
including Arvind Narayanan, who has achieved legendary
status in the field. They explain that Al includes many different
types of technologies, from generative Al to predictive Al to
other things. Not all types of Al work effectively, and most don’t
work as advertised. The authors dispel the puffery and inflated
claims about various forms of Al and explain the benefits and
costs. In particular, the authors are highly critical of predictive
Al, which they claim doesn’t work and can likely never work.
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Notable Privacy Books Daniel J. Solove

Marion Fourcade and Kieran Healy, The Ordinal
Society (2024)
[Link]

Marion Fourcade and Kieren Healy provide a profound
sociological account of the effects of the digital age. They focus
most heavily on ranking and measurement, how everything

O d : I must be rated and scored.: “We live in an ordinal society, a
r I n a society oriented toward, justified by, and governed through

- | J measurement.” Although the outputs of algorithms appear to
1 ! : ~. be neutral, they are, in fact, quite biased and further promote

. O C l 6 ! y existing inequalities.
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Carissa Véliz, The Ethics of Privacy and
Surveillance (2024)
[Link]

Carissa Véliz provides a philosophical account of privacy - its
definition and value, as well as how best to protect it. Carissa
Véliz begins by discussing the roots of privacy. She argues that
“privacy is not a cultural invention, but rather has animal roots.”
She explores the importance of privacy by exploring its history
and anthropology. The book critiques the longstanding

S | public/private distinction, establishes the duties owed

' regarding privacy, and discusses why deceiving people into

T H E having false privacy perceptions is a distinct immoral act from

ETHIGS of | privacy violations themselves.
PRIVACY AND

SURVEILLANGE‘
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Notable Privacy Books
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Urs Gasser and Viktor Mayer-Schonberger,
Guardrails: Guiding Human Decisions in the
Age of Al (2024)

[Link]

This book promotes guardrails as the best approach to
regulate digital technologies such as Al. Reminiscent of
Richard Thaler and Cass Sunstein’s Nudge, guardrails are
a compromise position between extremes: “Guardrails
are more about marking zones of desirable behavior
rather than pushing narrowly for a single ‘right’ choice.”

Daniel J. Solove, On Privacy and Technology (2025)
[Link]

This book is my attempt to summarize and distill 25 years of
thinking about privacy. Professor Ari Waldman writes about the
book: "On Privacy and Technology offers scholars and
nonexperts alike a diagnosis about what's wrong with privacy
law, written by none other than the 'dean’ of the privacy law
field. Professor Solove uses his unmatched knowledge of
privacy law and keen analytical mind to dispel common myths
about privacy and to direct readers, particularly policymakers,
toward vanguard solutions that aim to create accountability for
bad actors in the information economy. Reading On Privacy and
Technology is both a tour through privacy law scholarship over
the last thirty years but also a roadmap for the future. It is both
accessible and essential reading."
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2020

Frank Pasquale, New Laws of
Robotics (2020) [Link]

Develops legal principles for
regulating Al.

Jill Lepore, If Then: How the
Simulmatics Corporation
Invented the Future (2020) [Link]

Account of a data analytics company
created during the Cold War to make
predictions about human behavior.

Barton Gellman, Dark Mirror:
Edward Snowden and the
American Surveillance State
(2020) [Link]

A penetrating look at the industrial
and government U.S. surveillance
apparatus.

Megan Richardson, The Right to
Privacy: Origins and Influence of
a Nineteenth-Century Idea
(2020) [Link]

Discusses how the right to privacy
developed in various countries during
the 19th century.

Jef Ausloos, The Right to Erasure
in EU Data Protection Law (2020)
[Link]

Discusses why the right to erasure is
essentialto addressing data
asymetries between data subjects
and data controllers.
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Scott Skinner-Thompson,
Privacy at the Margins (2020)
[Link]

Argues for the profound importance
of privacy for marginalized and
oppressed groups.

Daniel Solove, The Eyemonger
(2020) [Link]

A children’s fiction book about the
importance of privacy.

Firmin Debrabander, Life After
Privacy (2020) [Link]

A philosophical argument that the
public realm is more fundamental to
democracy than the private realm.

Linnette Attai, Student Data
Privacy: Managing Vendor
Relationships (2020) [Link]

A guide for schools to manage
student data when shared with
education technology providers.

Colleen G. Eils, The Politics of
Privacy in Contemporary Native,
Latinx, and Asian American
Metafictions (2020) [Link]

Analyzes privacy and visibility for
people of color and indigenous
people.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2020

Bryce Clayton Newell, Tjerk
Timan, and Bert-Jaap Koops
(editors), Surveillance, Privacy
and Public Space (2020) [Link]

Collection of essays about privacy,
surveillance, and public places.

Harvard Business Review,
Customer Data + Privacy (2020)
[Link]

Practical guidance and insights
about privacy for businesses.

Kai Strittmatter, We Have Been
Harmonized: Life in China's
Surveillance State (2020) [Link]

Discusses China’s surveillance
society and its Social Credit
System.

Andrea Monti and Raymond
Wacks, Protecting Personal
Information: The Right to Privacy
Reconsidered (2020) [Link]

Philosophical account of the
definition and meaning of privacy.
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Sarah Brayne, Predict and
Surveil: Data, Discretion and the
Future of Policing (2020) [Link]

Examines how the use of data
analytics in policing.

Leslie N. Gruis, Privacy, Past,
Present and Future (2020) [Link]

Discusses the importance of privacy
and key privacy laws and standards.

April Falcon Doss, Cyber
Privacy: Who Has Your Data and
Why You Should Care (2020)
[Link]

Accessible book for a popular
audience about privacy in the
modern era.

Laura DeNardis, The Internetin
Everything: Freedom and
Security in a World with No Off
Switch (2020) [Link]

Discusses how the Internet of Things
blurs the physical and virtual worlds
in problematic ways.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2021

David Grant, Privacy in the Age
of Neuroscience (2021) [Link]

Argues for reconceptualizing privacy
in the age of neuroscience.

Joshua A.T. Fairfield, Runaway
Technology: Can Law Keep Up?
(2021) [Link]

Examination of how law can keep
pace with changing technology;
argues that law is a form of
technology.

Larry Frohman, The Politics of
Personal Information:
Surveillance, Privacy, and Power
in West Germany (2021) [Link]

History of privacy in West Germany in
the 1970s and 1980s.

Erik J. Larson, The Myth of
Artificial Intelligence: Why
Computers Can’t Think the Way
We Do (2021) [Link]

Debunks myths about Al by
discussing how Al differs from
human cognition.

Geoffrey Cain, The Perfect
Police State: An Undercover
Odyssey into China’s Terrifying
Surveillance Dystopia of the
Future (2021) [Link]

Discusses China’s surveillance of
the Uyghur population.
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Matthew Crain, Profit over

Privacy: How Surveillance

Advertising Conquered the
Internet (2021) [Link]

A history of advertising and privacy
and a discussion of why the current
internet ad modelisn’tinevitable.

Lucy E. Thompson, Gender,
Surveillance, and Literature in
the Romantic Period: 1780-1830
(2021) [Link]

History of how surveillance was
different for men and women;
discussion of literary works by
Austen, Smith, Byron, and others.

Carissa Véliz, Privacy is Power:
Why and How You Should Take
Back Control of Your Data (2021)
[Link]

Written for a popular audience, this
book discusses the meaning and
value of privacy and how to protectit.

Jon Fasman, We See It All:
Liberty and Justice in an Age of
Perpetual Surveillance (2021)
[Link]

Discusses law enforcement
surveillance technologies such as
facial recognition, license plate
readers, and predictive algorithms.

Jacqueline Kimmell, The Privacy
Prescription: Why Health Data
Privacy Is in Critical Condition
and How to Fix It (2021) [Link]

An examination of the challenges
for health privacy.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2021

Derek Bambauer, Justin Hurwitz,
David Thaw, & Charlotte
Tschider, Cybersecurity: An
Interdisciplinary Problem (2021)
[Link]

Casebook for cybersecurity law.

Michael S. Mireles & Jack L.
Hobaugh Jr, Cybersecurity Law:
An Evolving Field (2021) [Link]

Casebook for cybersecurity law.

Christopher Slobogin, Virtual
Searches: Regulating the Covert
World of Technological Policing
(2021) [Link]

Argues for rethinking the Fourth
Amendment jurisprudence to
address digital technologies.

Helena U. Vrabec, Data Subject
Rights under the GDPR (2021)
[Link]

Discusses individual rights under
the GDPR.

David Vincent, A History of
Solitude (2021) [Link]

Chronicles the history of how
people have found solitude over the
past 300 years.
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James Dempsey, Cybersecurity
Law Fundamentals (2021) [Link]

CYBERSECURITY

Law Fundamentals
€

A short treatise on cybersecurity law.

Yong Jin Park, The Future of
Digital Surveillance: Why Digital
Monitoring Will Never Lose Its
Appealin a World of Algorithm-
Driven Al (2021) [Link]
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Discusses how surveillance is the
product of human aims and policies,

as well as institutional behaviors.

Christopher Kuner, Lee A.
Bygrave, Christopher Docksey,
and Laura Drechsler, The EU
General Data Protection
Regulation (GDPR):

A Commentary (2021) [Link]

Commentary on the GDPR.

Stacy-Ann Elvy, A Commercial
Law of Privacy and Security for
the Internet of Things (2021)
[Link]

Discusses privacy issues and law
regarding the Internet of Things.

Jan Trzaskowski, Your Privacy

Is Important to Us! — Restoring
Human Dignity in Data-Driven
Marketing (2021) [Link]
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Discusses the problems with online
behavioral marketing.



https://amzn.to/4kaPHWD
https://store.iapp.org/cybersecurity-law-fundamentals-second-edition-print/
https://faculty.westacademic.com/Book/Detail/342889
https://amzn.to/4kxla54
https://amzn.to/3SoEB4e
https://amzn.to/4kxla54
https://amzn.to/4kY1MyL
https://amzn.to/3HgyyMJ
https://amzn.to/4mqEzXg
https://amzn.to/4dAjs0J

Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2021

Ozgiir Heval Cinar and Aysem
Diker Vanberg (editors),The Right
to Privacy Revisited: Different
International Perspectives (2021)
[Link]

Essays about privacy law in different
countries.

David Lyon, Pandemic
Surveillance (2021) [Link]

Chronicles surveillance related to the
COVID-19 pandemic.

Matthew Feeney (editor), Eyes to
the Sky: Privacy and Commerce
in the Age of the Drone (2021)
[Link]

Essays about the regulation of drones.

Susanna Lindroos-Hovinheimo,
Private Selves Legal Personhood
in European Privacy Protection
(2021) [Link]

Examines how the GDPR protects
personhood.
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Joseph Turow, The Voice
Catchers: How Marketers Listen
In to Exploit Your Feelings, Your
Privacy, and Your Wallet (2021)
[Link]

An examination of technologies to
analyze human voices.

Hans de Bruijn, The Governance
of Privacy: Privacy as Process:
The Need for Resilient
Governance (2021) [Link]

An examination of privacy
governance as a process and
journey.

Michael Grothaus, Trust No One:

Inside the World of Deepfakes
(2021) [Link]

An examination of deepfakes, with
interviews of the creators of this
content.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2022

Maurice E. Stucke, Breaking Away:

How to Regain Control Over Our
Data, Privacy, and Autonomy
(2022) [Link]

An account of how tech companies
have aggrandized their power at the
expense of privacy.

Jacqueline Lipton, Our Data,
Ourselves: A Personal Guide to
Digital Privacy (2022) [Link]

An accessible guide to privacy.

Daniel J. Solove and Woodrow
Hartzog, Breached! Why Data
Security Law Fails and How to
Improve It (2022) [Link]

Agues that data security law focuses
too heavily on data breaches rather
than more holistically on the data
ecosystem.

Palmer Rampell, Genres of
Privacy in Postwar America (2022)
[Link]

Discusses privacy in literature and film,
including works by Patricia Highsmith,
Dorothy B. Hughes, Philip K. Dick, Octavia
Butler, Chester Himes, Stephen King, and
Cormac McCarthy.

Jodi Daniels and Justin Daniels,
Data Reimagined: Building Trust
One Byte at a Time (2022) [Link]

Provides guidance for businesses
about privacy governance best
practices.
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Mark Andrejevic and Neil Selwyn,
Facial Recognition (2022) [Link]

A history of facial recognition
technologies and the challenges it
poses for anonymity.

Karen Levy, Data Driven: Truckers,
Technology, and the New
Workplace Surveillance (2022)
[Link]

Discusses the pernicious effects of
surveillance and control on truck
drivers.

Christopher Slobogin, Just
Algorithms: Using Science to
Reduce Incarceration and
Inform a Jurisprudence of Risk
(2022) [Link]

Discussing the challenges of risk
algorithms in sentencing.

Chris Jay Hoofnagle and Simson
L. Garfinkel, Law and Policy for
the Quantum Age (2022) [Link]

A discussion of the development and
implications of quantum computing.

Annie Machon, The Privacy
Mission: Achieving Ethical Data
for Our Lives Online (2022) [Link]

A discussion of privacy from an
ethical perspective.
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Notable Privacy Books Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2022

Juan D. Lindau, Surveillance
and the Vanishing Individual:
Power and Privacy in the Digital
Age (2022) [Link]

SURVEILLANCE AND

Argues that state surveillance
impedes human personhood and
undermines liberalism.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2022

Mikko Hypponen, If It’s Smart,
It’s Vulnerable (2022) [Link]

Discusses the precarious nature of
cybersecurity.

Sarah Lamdan, Data Cartels:
The Companies That Control
and Monopolize Our Information
(2022) [Link]

Discusses the problems with tech
companies amassing large quantities
of data.

Josh Chin and Liza Lin,
Surveillance State: Inside
China’s Quest to Launch a New
Era of Social Control (2022) [Link]

An account of China’s extensive
system of social surveillance.

Jeff Kosseff, The United States
of Anonymous: How the First
Amendment Shapes Online
Speech (2022) [Link]

A history of the protection of
anonymous speech and its
importance.

Nick Corbishley, Scanned: Why
Vaccine Passports and Digital
IDs Will Mean the End of Privacy
and Personal Freedom (2022)
[Link]

Discusses the privacy harms of
vaccine passports.
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Viktor Mayer-Schonberger and
Thomas Ramge, Access Rules:
Freeing Data from Big Tech for a
Better Future (2022) [Link]

Argues that a few large companies have
hoarded massive quantities of data that

should be more accessible to others.

Brian Hochman, The Listeners:
A History of Wiretapping in the
United States (2022) [Link]

A detailed history of wiretapping.

Amy B. Zegart, Spies, Lies, and
Algorithms: The History and
Future of American Intelligence
(2022) [Link]

A history of U.S. espionage.

Orly Lobel, The Equality
Machine: Harnessing Digital
Technology for a Brighter, More
Inclusive Future (2022) [Link]

An optimistic examination of the
benefits of Al and how its problems
can be overcome.

Justine S. Murison, Faith in
Exposure: Privacy and
Secularismin the Nineteenth-
Century United States (2022)
[Link]

Argues that privacy supported
reproductive rights but also
undermined them.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2023

Scott J. Shapiro, Fancy Bear
Goes Phishing: The Dark History
of the Information Age, in Five
Extraordinary Hacks (2023) [Link]

A discussion of data security through
give stories of hacking incidents.

Paul Gowder, The Networked
Leviathan (2023) [Link]
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Discusses the inadequate incentives
for online platforms to responsibly
moderate content.

Anne Brunon-Ernst, Jelena
Gligorijevic, Desmond Manderson,
and Claire Wrobel (editors), Law,
Surveillance and the Humanities
(2023) [Link]

Collection of interdisciplinary essays
on surveillance.

Bart van der Sloot and Sascha
van Schendel, The Boundaries of
Data (2023) [Link]

Discusses legal categories of data
such as personal data and sensitive
data.

Joel E. Dimsdale, Dark
Persuasion: A History of
Brainwashing from Pavlov to
Social Media (2023) [Link]

A history of various techniques of
manipulation and mind control.
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Anupam Chander and Haochen
Sun, Data Sovereignty: From the
Digital Silk Road to the Return of
the State (2023) [Link]

A discussion of territorial controls
over data flow.

Paul Wragg and Peter Coe
(editors), Landmark Cases in
Privacy Law (2023) [Link]

Collection of essays about important
privacy cases from the UK, U.S.,
Australia, Canada, as well as the ECJ
and ECtHR.

David Lyon, Surveillance: A Very
Short Introduction (2024) [Link]

Background about the rise of
surveillance, its justifications, and its
harms.

Valerie Lyons and Todd
Fitzgerald, The Privacy Leader
Compass (2023) [Link]

A practical guide for privacy
professionals for developing and
maintaining a privacy program.

Gaia Bernstein, Unwired:
Gaining Control over Addictive
Technologies (2023) [Link]

Discusses the addictive nature of
digital technologies as well as the
way these technologies are used to
manipulate people.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2023

Alice E. Marwick, The Private Is
Political: Networked Privacy and
Social Media (2023) [Link]

A discussion about how people in
marginalized communities manage
their privacy with online social media.

Gianclaudio Malgieri, Vulnerability

and Data Protection Law (2023)
[Link]

Argues that the concept of vulnerability

must be expanded in data protection
law.

Mark MacCarthy, Regulating
Digital Industries: How Public
Oversight Can Encourage
Competition, Protect Privacy and
Ensure Free Speech (2023) [Link]

Discusses the regulation of privacy,
tech, competition, and free speech.

Elizabeth M. Renieris, Beyond
Data: Reclaiming Human Rights
at the Dawn of the Metaverseure
(2023) [Link]

Agues that privacy laws have failed to
protect human dignity and
autonomy.

Fumio Shimpo, Privacy and Data
Protection Law in Japan (2023)
[Link]

Practical discussion of privacy law in
Japan.
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Ari Ezra Waldman, Advanced
Introduction to U.S. Data Privacy
Law (2023) [Link]

A very concise overview of U.S. data
privacy law with a highly critical
normative perspective.

Nita A. Farahany, The Battle for
Your Brain: Defending the Right
to Think Freely in the Age of
Neurotechnology (2023) [Link]

Discusses the threats
neurotechnology poses to privacy
and freedom of thought.

Joy Buolamwini, Unmasking Al:
My Mission to Protect What Is
Human in a World of Machines
(2023) [Link]

An Al researcher examines
discrimination and bias in Al.

Kinfe Yilma, Privacy and the
Role of International Law in the
Digital Age (2023) [Link]

Discusses how international law can
address privacy.

Sabine Trepte and Philipp Masur
(editors), Routledge Handbook
of Privacy and Social Media
(2023) [Link]

Essays about privacy issues involving
social media.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2023

lain Brassington, The Private Life
of the Genome: Genetic
Information and the Right to
Privacy (2023) [Link]

Discusses complexities of genetic data
privacy because such data involves
other people beyond the individual.

Michael Green and Ineke
Huysman (editors), Private Life
and Privacy in the Early Modern
Low Countries (2023) [Link]

Essays about the history of privacyin
the European low countries.

Michael Kwet (editor), The
Cambridge Handbook of Race
and Surveillance (2023) [Link]

Essays about surveillance and race.
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Dominique Shelton Leipzig,
Trust.: Responsible Al, Innovation,
Privacy and Data Leadership
(2023) [Link]

For executives and board members of
companies, discusses the importance
and practicalities of privacy and Al
governance.

Smrriti Parsheera, Private and
Controversial: When Privacy and
Public Health Meet in India (2023)
[Link]

Discusses the collection of health data

in India during the COVID-19 pandemic.
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https://amzn.to/3G1h8n7
https://amzn.to/4kMXOcf
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2024

James B. Rule, Taking Privacy
Seriously: How to Create the
Rights We Need While We Still
Have Something to Protect
(2024) [Link]

Proposals for how to reform
privacy protections.

Lowry Pressly, The Right to
Oblivion: Privacy and the Good
Life (2024) [Link]

Argues for the importance of refuge
from the demands of public life.

Avi Goldfarb and Catherine E.
Tucker (editors), The Economics
of Privacy (2024) [Link]

Collection of essays on privacy from
an economics perspective.

Aram Sinnreich and Jesse
Gilbert, The Secret Life of Data:
Navigating Hype and Uncertainty
in the Age of Algorithmic
Surveillance (2024) [Link]

Discusses how data use is often
clandestine and how it affects lives.

Byron Tau, Means of Control:
How the Hidden Alliance of Tech
and Government s Creating a
New American Surveillance
State (2024) [Link]

A journalist exposes how the private
sector partners with the government
to facilitate surveillance.
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Hilke Schellmann, The Algorithm:

How Al Decides Who Gets Hired,
Monitored, Promoted, and Fired

and Why We Need to Fight Back

Now (2024) [Link]

Discusses the power and problems of
Al

Meg Leta Jones, The Character
of Consent: The History of
Cookies and the Future of
Technology Policy (2024) [Link]

Discusses how privacy law views
people as one of three legally-
constructed “characters” for the
purposes of consent.

Laura Beers, Orwell's Ghosts:
Wisdom and Warnings for the
Twenty-First Century (2024)
[Link]

Examines themes from Orwell’s body
of work.

Vagelis Papakonstantinou and
Paul De Hert, The Regulation of
Digital Technologies in the EU
(2024) [Link]

Discusses three phenomena which
are common to all EU digital
technology regulations.

Carl Ohman, The Afterlife of
Data: What Happens to Your
Information When You Die and
Why You Should Care (2024) [Link]

Discusses what should happen to our
personal data after we die.
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https://amzn.to/4mHchYJ
https://amzn.to/4kEfGWz
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2024

Réisin A Costello and Mark
Leiser (editors), Critical
Reflections on the EU’s Data
Protection Regime: GDPR in the
Machine (2024) [Link]

Essays on the GDPR.

Kieron O’Hara, The Seven Veils of
Privacy: How Our Debates About
Privacy Conceal Its Nature (2024)
[Link]

Theoretical and interdisciplinary
examination of privacy.

Janet S. Loengard, Light, Privacy,
and Neighbors: Windows in Late
Medieval and Early Modern
London (2024) [Link]

A history of how the law regulated
windows and privacy in medieval
London.

PRIVACY

KIERON D'HARA

LIGHT PRIVACY, AND
NEIESBORS

Damian Clifford, Data
Protection Law and Emotion
(2024) [Link]

Examination of privacy law from the
lens of emotion scholarship.

Petra Molnar, The Walls Have
Eyes: Surviving Migration in the
Age of Artificial Intelligence
(2024) [Link]

Discusses surveillance technologies
used at the border and for
immigration enforcement.

Lindsay Weinberg, Smart
University: Student Surveillance
in the Digital Age (2024) [Link]

Examines surveillance and privacy in
higher education.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2025

Orin Kerr, The Digital Fourth
Amendment: Privacy and
Policing in Our Online World
(2025) [Link]

Analyzes issues involving the
application of the Fourth

Amendment to digital technologies.

Ray Brescia, The Private Is
Political: Identity and
Democracy in the Age of
Surveillance Capitalism (2025)
[Link]

Argues that political privacy and

identity are essential to democracy.

Sarah Wynn-Williams,
Careless People: A Cautionary
Tale of Power, Greed, and Lost
Idealism (2025) [Link]

A scathing memoir about
experiences and leadership
decisions at Facebook.

Emily M. Bender and Alex
Hanna, The Al Con (2025) [Link]

A critique of the hype surrounding
Al

Sille Obelitz Sge, Tanja Wiehn,
Rikke Frank Jgrgensen, and
Bjarki Valtysson (editors),
Beyond Privacy: People,
Practices, Politics (2025) [Link]

Collection of essays on
international privacy.
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Oren Bar-Gill and Cass R.
Sunstein, Algorithmic Harm:
Protecting People in the Age of
Artificial Intelligence (2025)
[Link]

Discusses algorithmic harms and
how the law should address them.

Simson L. Garfinkel,
Differential Privacy (2025) [Link]

A shortintroduction to differential
privacy, an approach to protecting
privacy.

Karen Hao, Empire of Al:
Dreams and Nightmares in
Sam Altman's OpenAl (2025)
[Link]

A behind-the-scenes account of the
rise of Open Al.

Keach Hagey, The Optimist:
Sam Altman, OpenAl, and the
Race to Invent the Future
(2025) [Link]

A chronicle about the rise of Sam
Altman.

Rainer Miihlhoff, The Ethics of
Al: Power, Critique,
Responsibility (2025) [Link]

Discusses Al ethics involved with
how Al impacts everyday life.
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Notable Privacy Books

Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2025

Tiffany Jenkins, Strangers and
Intimates: The Rise and Fall of
Private Life (2025) [Link]

Account of how the notion of a
private life is relatively new
historically and is quite fragile.

Rebecca Lemov, The Instability
of Truth: Brainwashing, Mind
Control, and Hyper-Persuasion
(2025) [Link]

Discusses techniques of
brainwashing and mind control
throughout history.

Sandra Matz, Mindmasters:
The Data-Driven Science of
Predicting and Changing
Human Behavior (2025) [Link]

Discusses how Big Data is used to
manipulate human behavior.

Aaron Mendelsohn,
Operationalizing Data
Protection & Privacy (2025)
[Link]

Practical guide to implementing
privacy programs.

Robert Stribley, Design for
Privacy: Keeping Personal
Information Private (2025) [Link]

Practical guidance for how to
design for privacy.

Tirtany fenkine

Lf/g}/

INTIMATES

The Rike o Fall
ol Privees Life

HE PASTAREETY OF

TPUTH

B'AN A HN,

MN CNRLAD
YCE-- E-SUALIUN

RERECCA
IEMOY

HINDMASTERS

Operationalizing
Data Protection

8 Privacy .
) Berws Erinieste

Michael Filimowicz (editor),
Privacy: Algorithms and Society
(2025) [Link]

Collection of essays about
encryption, journalism, and privacy.

Martin Eiermann, Limiting
Principle : How Privacy Became
a Public Issue (2025) [Link]

Discusses how at the turn of the 20 th
century, privacy transformed from a
set of norms to a political issue.
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Edina Harbinja, Digital Death,
Digital Assets and Post-mortem
Privacy (2025) [Link]

Discusses how the law handles data
and accounts after death.

Teresa “T” Troester-Falk, SO YOU GOT
So You Got the Privacy Officer OT,':_-,ECPE’;"#TCLYE_
Title. Now What? (2025) [Link]

Practical guide to being a privacy

officer. Sl St Ao

vt O Pl

MR Leiser, Dark Patterns,
Deceptive Design, and the
Law: Al’s Hidden Influence on
Our Digital Experience (2025)
[Link]

Discusses the many types of dark
patterns, techniques of

manipulation, and legal regulation.
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Notable Privacy Books Daniel J. Solove

MORE NOTABLE PRIVACY BOOKS: 2025

Adam Becker, More Everything
Forever: Al Overlords, Space
Empires, and Silicon Valley's
Crusade to Control the Fate of
Humanity (2025) [Link]

Tim Wu, The Age of Extraction:

How Tech Platforms Conquered _
the Economy and Threaten Our =
Future Prosperity (2025) [Link]

The Age of
Extraction

MORE

T

« fub Discusses how large online platforms
extract data from users and useiitin
harmful ways.

Chronicles and analyzes the twisted
sci-fi visions of tech leaders. ADAM BECKER

Sille Obelitz Sge, Tanja Wiehn,
Rikke Frank Jgrgensen, Bjarki
Valtysson (editors), Beyond
Privacy: People, Practices,
Politics (2025) [Link]

Interdisciplinary discussion of how
surveillance capitalism extends
beyond privacy.

Michael Steinberger, The
Philosopher in the Valley: Alex
Karp, Palantir, and the Rise of
the Surveillance State (2025)
[Link]

Discusses the rise of the Big Data
company Palantir and its CEO Alex
Karp.

Ryan Calo, Law and Technology:
A Methodical Approach (2025)
[Link]

Drawing from science and
technology studies, examines how
law should regulate technology.
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https://amzn.to/489k7UA
https://amzn.to/4pspyF2
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Notable Privacy Books:
A Journey Through History

Daniel J. Solove

Bernard Professor of Intellectual Property and Technology Law
Faculty Co-Director, GW Center for Law & Technology
Faculty Director, Privacy & Technology Law Program
George Washington University Law School
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