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Compliance GDPR: attesa vs actual

m More than seven in ten firms lag in GDPR compliance

Average GDPR compliance status-by country
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Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039. GDPR Executive Survey, March-April 2018, n=1,000.
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Compliance GDPR: benefici attesi e reali

More than three-quarters of the compliant cohorts achieved second-order benefits

Do you believe that implementing GDPR has resulted in any positive second-order effects For your organization?
91% 89%
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Improvement in IT Improvement in Improvementin
systems cybersecurity practices organizational change
and transformation

Share of organizations . Share of compliant organizations that
expecting these benefits in 2018 have already realized these benefits

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039,

Q N K%)
CENTRO STUDI
IKi\gegldg Urd PRIVACY E NUOVE

Emilia-Romagna TECNOLOG'E




Data breaches segnalati
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Cause dei data breaches

Organizational, Process, and People Failures Are the Main Source of
Critical Breaches

CAUSES OF DATA LOSSES IN 50 MAJOR BREACHES

IT configuration error

INADEQUATE
SECURITY
TECHNOLOGY
28% ORGANIZATIONAL,
PROCESS, AND PEOPLE
FAILURES
72%

NUMBER
OF RECORDS LOST
(MILLIONS)
Failure to fully
implement purchased
secunty products

Social engineering/

“phishing Negligent insider

(accidental publication)
Physical loss Malicious insider
Sources: Press reports; company statements; BCG analysis.

Note: Of the more than 1.8 billion records lost in these 50 data breaches, 490 million were excluded from
our analysis because there was insufficient information to determine a root cause.
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Compliance GDPR: piattaforme utilizzate

m Cloud platforms and data encryption are organizations’ choice of emerging technologies

Which of the Following technologies is your organization already using For data protection and privacy?

0%
1%

Blockchain

Data pseudonymization

Microservices

Artificial intelligence (Al)

Industrialized data
retention Factory

Robotic process
automation (RPA)

Data encryption

84%
Cloud platforms

73%

. Fully compliant organizations

. Organizations lagging behind in compliance

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,100.
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L'enigma loT

Data, Hardware & Cloud: an overview of the loT Market Structure

Information flow

Statistics

> Connected devices
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LU'enigma loT
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L'enigma loT: possibile case study di implementazione

()

Enriched CRM DB

Lo

Big Data cluster analysis
Analytics/BI

Customer Insights

e Connected things usage
* Monitoring

*  Profiling
* Clustering/segmentation
* Targettied marketing lists
e Targetted info lists

()

b

The 5 main areas to be addressed and deployed:

1. Customers-centric One ID

2. Enhanced Big Data and analytical systems to
gather information from every touchpoint and
to correlate them to customer

behaviour/usage patterns

e
5

3. Marketing automation and retarggeting
systems

4. Sensors/things Commercial partnerships

5. Network and Technological partnerships
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